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ZZ Aojt QUEIE ZIIHH 0| MMl ARtCZ QIALIHM MA| 2=2 R7IHEfO| X0
M AO|H Qe M2ES mASHD QICt 0] 22 MIAl £2=, 55| it FH 4202 CiHc=
0=, 92, 52, Aot |2 £2 3902 /ER: g2, =Y, ZyA § 7= ABE
Hlw Z71HZFRO| AlZ0fl M ATHERATE 01F Z7IE2 AO|H A0 thESH| 2ishA x| 100
H 3o =X - QN GIRET OfL|2t A HISEIMIE XIEMez Zafelz SSHO| Ut 18
Lt AlOld Qi FH2fo| CHLiQ| FMXBFOIL; FEHA] FH, A Ld Sofl ANM=E =
Jtatct golet WES 2ol Qltt. 0j=mt Eo=2 il MY =71En =
HEl= HIMY Z7150] M2 tib|=ls 73Ol Aoy ¢ M2k F1511 ACH, g=, S,
IgA St Z2 RY T7IE2 3 SUXIoIM CfA E8Fel Haks F76in Ut oIS 770
=9 A= &= 30| AlO|H Ut T2fE DAISH= of UM BXE, LFO| UHIRAZA F
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f

FEHAR HHEE AAR HOPE g2 uTilo] HRSiD
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#olo] kEe 2016W TS WFH AFATAR] AYS Wol Y A7
(NRF-2016S1A3A2924409).
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23 Aol Qhurt Srbdeke) AR Wesith B S JbAA
2 At Bate] Aol TAL SAHI ne WAl RXIo Fag
Sfaol obd 4 §ickh A 49 E9t B ANAL S v Aol 2%
2 AolH] chreke BAP} ofn] £ ZJrhse] Fa @lo] HeS S Mol
o 20169 & Bl5] ol I BAR exlote] ) meko R Aol
Qhae] BAL SR B ARt Hgich ol FHRE 7] Aol
B PPoERE AIE AF2E 4 gtk AT Sof WA v Swke
RS WIS S o] Sl ST ety sS0] B FAst
o] Wolglck Aol el thedtel ZTE F1gHoR Woldge
soke Qo A Wole] Ak ANISHL WAES AulsAL A
e ekt 5o thay wiete] W gk TopEE AlolH Qhui o
A Eok ARIE 71ehE BAS Yol TRt Bobg o2
Q1 g whsior sie 2147] rhdee] BAPL Hick
g2 WESAT G Al TAL Solh © glof AEIE] g
b2 guizolch Aold ohue] B4 FleHoR Aupolg Tste
ke sl B 4 gtk 0sle ARt AR UHE T8
She Bl Walo] Basich ARG WelA] 7%, B WA=, A
Feol ol27]7k) TeRt o] Wast], FHEA| WA o= 3t 7]
o] AMEsh: maRchs Y FAS] ot YA Tk Fhed 1
9] 3% 274 G AASKE FEudo] APt BE At Aol
£ ghe ol gick ek Absler wake] o)k 97 welw, ofeh A
Bolt Amele] WA Ex A HRoEHO] Ak W] vjRolk. o
Fasple Sl Aol Side] \unt 44, Ten 5] A FA
2 9pg ol they] uhme] 2] Aeld e RAS: e Yasit
ael= A 100] A F9E A o] Aol $iel XS] Slai
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A & PSS AERY A9 g F o ABT BRA e
3} Bake AU g Aol Apolck

o] Z& A R4, 55 W F¥ 408 st o, A, 3
= Bkt §Ee) 4 3RO AR 4%, 5, TYA F AR
ARIE SR B AR o] UekE e ogEel Aste] FHu A
We TYsHe el UE) ‘QuhmweA FEEYD EA ks
oftk ol URhEe A|F Aol ki FopiAE BY HAS sk 9
o A AGE OB Gl ulFa dio] B o), HAPY e

o

Lo

Z23} Ao} ThE shol] A QI 1 F7Hdle] 9=, 9, =}
Sl 2 97 F7h5] YIS FAlelTh o5 ko] WRE ofsfsis
Ro] Fa3 olg= @ AN Fto] AR Aolu] ghi ko] 7)H
it TAYES HESHT o2 EdE THIH AMILE Tl 7
a4 mEolth. © Uolrh 712e] Akist R Ams} Mk oMY Aol
ok HopjAE §H20] AAR mUS AslEE 7]t tEoly|E s,
Faro] WA GH= o2} GG AolH| b A2k mEe A Anw
Z780F QAR 1 AN A FeTES) S Anns 2
o] ojul Zusjc,

o] Z& Ml PSR AlZelA ofF TR Aol qhi Meke
HIEEASIIAL Stk AN olei7iK] Sl WeE Zk5e] Ajols] ohu
Ao gt A7, AR Meko] WEEAL o] AR o2 4K
2, 97t olgkE HAsh W) wiAe Ao] HTA Bt Jan
WAL FRE o|Roltk F2 uR] ARl 20115 $2A] - FYY,
2014)7} AfEgen, HEEoR u)- - o - (@AY, 2016 7AME],
20174 § % A3, 2015), WIS G- BUCRES 299 - 143,
2014) 59] ARE HESAY, & H TAHCRE AR, 2015), F
PRS- IS ATE, 2015, T84, 2016), FHENES - $-24), 2014)
o] XS gTsie Aol miEe glth lelATE HoatE obazix|
71510] AJolH] Qb M2k HILEASI] o]27 OIS EETHe SFoe
AT QR I, FE BYEY AARIA JolH ze] AL &

[>

B

o



Mok ol HEl e Aol @A s 9 FAoltk(Chang,
2014; Christou, 2016; Lewis, 2015; Lindsay, Cheung, and Reveron [eds.],
2015; Nocetti, 2015; Peritz and Sechrist, 2010; Thomas, 2009).

o|2|gt WEtoflA o] =2 FAEAIS] MES L83 HwEA e AFE
Alsl Haizp ek ol2fgt HlaEA] Ate] vigo] e Jide HEH=
=7Hnetwork state)’o]] thgt w=2]o]ti(Carnoy and Castells, 2001; S}5Al -
/e, 2006; ZH, 2014). HIEHE =7k 229l FHEL W55
ARE Sofste] Ak Sl 2o SR=s7Re] #ghs fohfis= 7id
9 shtolnh AMd o5 57He] P Rl FEske fARAL
= JfdsiEd 2 Ss7ke 2 golha Qlok EjF o5 =71
e FEA BAE dold I At gfe = FosieEar Qo of2gt
ol At il d F<t ol @A IR QI¥E & I=T=
Hghs A3 Qltk Iy S7PHSe] A S2E AMdolN gdde=m
UERHA] @43l ZF m7iet A Suitt th=2A| yehdth Aldrt 24 =71ek A
< o F7ERES a4 Fee Hole P UEidaL Qi of=dt =
7hagte] wdl Aol Atolw QhH Fopo M= SHsH yehtal glem,
oleie S A Yol Aol FF vl FriHLE RAEE o 9
of whe- FRfTi o] of 2] QUole,

o Z& Theat 2ol THEULh IS Aol Sfol Theste Aol
e ] RHES 0] 275K Ml gely YA 2
AAS] YRR T 7hA) SwelA uskich IS A 299 <)
Fe FESHL Sl vlsa oo XSk GEY AlolH QHE MRS A%
A3k Aleld =, SAIEEY, MR BE, FUAAY] Y so=
Lro] AmEt) VA vls F=9] Aol =4shs viA 571 of
A FH Aok Aol QbR MRS, 9hA9 wlmat GRS ARE
A Z4E YA, AwEgith VAR A g BlA Zgo]
Hol= A= SAHN B Hde S5kl e 9=, =Y, =
F20| AHEE AESIHTE Eeold= Vs Al BlalEAeli =S
Zh= =R FARE Aol - aokslal, o5 ARol theh vl
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o] gHo] AolH] ohnl Hekel i Folol A R AolH Qb ek
A7 Go] Folof I ATIAE 1] Al

IL Aols eha zieke] HAE

ApolH Qlmi MEehho} ThE S4L AU ke Bk ohjzt Aolgt
e vion wR. ARE AL ofne & AAEolE elnan
Elo] =2 shala) ol = §ly Whol, FZo] Wolrrt ezt Al
dlert 9ol webie wajolnel dajdhit RS FRsIE 44 ek
Aol gAe] FAE 27} WA Solp|Rrks Fu ARt 5
YAE Sah g uE7} YIS UNE A9t wow, AgEle AR
g Hlolejzat oTE, 2A71Y ol ‘W95 e Ad Fad Wil
71 Sk webA 7k Aol B2e] FHIAE W] oL, 1 Wl
£l 4 ioekE e B oA Jvke £3 glo] BAe) F4
o} Buo] Yt Weks) wsl] ol mebd A WS AESHe A
T 7 EIRlA, = Flo] HRIEIAE TR kR BHsecuritiza-
tion)'9] o] @3 W} E|E shk ofaigt Wt ofslt Aol
AL vk Bold] gt SgemA WEd(vinual) o] TAL wWEA
B,

olefEt MR B wohi] sy Wad AL, Weyols Zuw Y
S At B Wio] ohfet USR] shsiiE mopy 18w
o A ATk g Bl Waolth Al2R] A4le] BepAo] AN 4
o, ABeRe] eI ALAY, T U SAEl AUEUS
AEslEs AEAe) WAk ATEolx gtk T W), ol 3 A}
A AEH e AXs o o8)2 olslgaRise] 2] Bl
A3 AAle] ALHE BEsHe BA oEo] ETAY SE ook e
A2k HolH F7 YAt ol2lo= BZE HAE Fofsh YEga wal



o] s, FUh= ok HolME 7|&at 18, Ie] g7k 7
Blehs 2t ofjel HA|IE gulet SAIEY 52 sl B3 B
o] Wasity T2 W AT i ARl BT 4 ¢l 2A T
WS HHT= T 23Y go] WS itk v, HEHT AF
= YEYR s Folof grkar 7K Christou, 2016)?

ol2|gt Wtol A & wj AlolH| R HAS Fes] olsfistaL ol A
gt A2 7R QbR ANUAE RSk Zlo] Basit olet -
slo] o] 29| =9= YEYA F7Hnetwork state) 2t HEF AHHAA(meta
governance) @] 7jgd} o] 2o IAEA HElE T Slrk vEHZ =71
a2 YA BR=7E deFoRes G A7 BES 5t
£ 7189 2 S7iEde] S=Eslel JRs 9 YELA At Hlsh=
ol G| A |Hsel L22AS ke F7lelth HElshe 5719
HEE TR} AR WY T2, S7HTIIG-ATAREY EY,
A 9 F2H oA sl AR 7 FE, 254 24 AdY
& FollA oFsiA vehdth o|FA oAl YEY=TT 4% 253t
£ oA F8% =71 A2, okt FREY olsiEAE 245k
FEYL olTojdl= T (centrality) AF9] HE, Z wE} Andiolct
olggt YIEQT =7te] vl Avjdie: PPxEe] AT FAE |
oA Ei= FFFAT AHFHY FES HolAl, 2= F71e] HAE |
oA o]FofZlth(Jessop, 2003; ZHH, 2014).

AlolH Qb= UEYT 571 vet AHUA 7l5E o= sk ti®
22l Hofolct. AfolH| FZHe] F2A &34 Atold IFel thgh ool
AR-EQE, B84 YEYZY FHE EEdhe vi=7t ST U6
Feohs Aol Tt FHES FAFL FAsH TSk H7H] §
gho] gt Hopolth. ™Y ol2fgt UEQZ x71e}t Hel Avdas]
A2 I7PER AR O A& dAFHTF o2 A veidt: EE
2 A AP A $5H UEYT RO HraQl #igke] FAREEH AF2
& e vEhe §E Aotk adel®E 1 WEeY] FAPL f8Ee e
= ZF =718 A guitt t=2A yehd 5= Qiok oA e, Blsrt geiRE




M7 =e=3o| Alo|H ot x2F 73

Bk ohzt e} =7} PSS HAFH R HEYsI dissiEle =
7I7F SE7h sh, o3ds] AEAQl AR Bl Zidjo] M2 el
Sstte S7H= ke 4 ok olEidt S7pEe] Aole FopdRE o
2A Yepdtt diE S0l ek Hoks Wale] 428 F=rh =7 Fopo]
o, A - 28} 7 Boks M2 H3lE wEA £831aL Sltk o] 2
A TR Al QR Foke odelA dudt S7pEe] FA WES
A= tEAQl wopoltt.

o] 22 79| AlolH ke el Yehts S7hEge] AL =7t
H Apolg EAHeR osfsty] fleiA F 719 7% nHAskHrH<IE
D). 3A, 5710 7152 SHelA & o] FRxFE, ole F2 A
ol ol et 712X} AFRe] M, Aol =] W) o
L 2, Afolu] Qe ol IAF ]| dshz Y, ZejoHA] BEeL 27}
Qe ) vl 5 st WS old 8450 B
b & o, Ate] kR FlZRe] el FAMHFIL A 71eTAE =
ZE vigez groluxeie At HEE 9%t 22 rAYEE A
Fohs A2 (governance) T AT FAABE =2lE Hlgoz Y
BT =71 4o s SuiAAlY] QPds wEskee A
E(government) Q) 2|3 1 F7te] EJ}F TP O o] B 4
A

A, 719 72 S & FAFAY 744 ikl ols F=2
WA AESE ARt 24, WExerIEe] A o, Z 4
FA g AT ARl FH|, #ve A 9 28 A 52
Zoto] TSIt oldt 8450 B3} el wb £ |, Aol
Aere] FAARE A R AESEN] B duxerie] EAsk
ESEY P T AFRASS Al SIS A ¢ar AR
A T T FAE FESAY B 4 ARRA E AdAE 4T
ol 2she “AFRA 241 93 O 3] g Adages
Lol & 4= Slrk

oj2fdt F 7K BAVIEE HieR £ ), o] 2elA AFE 1= A

SR




HEEELS
52y
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el SE

ggmz
29 LRS- =Hd
= | s9
oj=-1 R e BYA|OF
v
yeex
2iry

Az AR A
3E 1) Aol Qi F=fo| F¥st

ol Qb AeRe theke] (Y 13t o] 91X A9 ¥ 4 ik miE o
£ Som gpss A Shnde Auds Eeie gk 7he A
FRA BAgoRNE WA ASSEE XS YgeE sk
=Y P 4 gk olol ) FR} Aol Shuse ug ot
ge Ao AnuE Zale Agek ke 23] EAE 5
Aol b AR AESENE FAG ohJw & o mi3AAel Waow
ARRgEo] Bs 2AsHe B olsidt 4 9tk 1 STl 9,
59, maa St e 97 FHE0) Al ohe e ART 4 gl
g, ol F7he 2] APgel whebq Aud meela AvwE el 1
Pn AESthy FHT ATRY 2AY So| thphl Fuse et
zag) o) ‘we} Audagolekn & 4 ik

o] SN AEsk Aol Qb Heke] §3 o] thi EAFolek
o RAIF 4 gick ofF F7hEY Mk AU Y $BE sk 24
Sof 25 gerks A Falrh giA) gk Ak} 2450) dekgge 14
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A1 Ao] ofdz} Ajzto] Ao met ke ABSIL e Folnth A=
o] Al 200089 A PR X719 al=-1) F@ellA 2010
oupnt YR (uj=-2) FFPo= Ut THAE o] o)A Al=gt
Atol QbE eRe] 79 I WA o] aaddolu AXE oo =&
Hepgoleks SN UEH=E #-82 S80Itk ofsllde ol2dt &=
A7 733t AE Haskes AHdolA s ARl A e o
A AARE 2471E A shtd AT E A} gl

I 23 4320] Aol oha HeK(1): ]I} Y&

1 mj=e] AjolH] b ek

al5oli= 1990 Aol FE AfolH MRS ‘QIESPSH= HRZ] =07t
AR =T 20004 e} S0 9.11 El27} EASHAA tls EASIE I 7
Al R 20029 114 =EQkE, 129 AR EeRIE R (FISMA) &
At AtolH FHo] thefx FEQMF(DHS) 7} Fedh= tSAAES
zk2Qick BA] PAEE= 2003 2 National Strategy to Secure Cyberspace
(NSSC) k= HFFAME LS fof o]o](White House, 2003), 2008 1¢¥
S71ok Aol Afols] okE BAS QAlShT ThSAS vlele Hxel &
Adoz 7= Comprehensive National Cybersecurity Initiative(CNCI)E &
FZTHWhite House, 2008). CNCI9] 7| %= 2ujn} PR Ho|x o]ojFi=g|,
20099 59 Bl Aol ek Heke] 7He WA Al Cyberspace
Policy Review(CPR)E WK United States Department of Homeland
Security, 2009). CPRZ A% AR7|1¢A 27] J27 LS P3| =
ok= SO0, Aol Qb tigAIAIY F4E 712 SEQMEE R W
oftog oAz, W] HEZEEA AloHRbE 2AFHCyber-

security Coordinator)& Aldst$ich!



o] 7 ml=e] Aol Qb HEfolle ‘FARF @Eo] AsHAl 7Hi]E7]
AT, ol B 717] Mot fF SO ololsih 1
7P ti34 Al euph AR E3 o] 20099 69 AAEE Alo|HAL
HE(Cybercom)o|t}. 2011 7€ =YE= DoD Strategy for Operating in
Cyberspace® B Ajol] 9] FaMT 554 Wolo] Bane 7=
FcH(United States Department of Defense, 2011). 20123 o]& o] A
Mpgolr =52 28 AlelH 34S A8k s 1 JLAS Fot
HABASICR: Aag W9l SYITRS ARolt), o] Fws 20124
59 EA-X TEAEE BEsG), of TeAEL v] ool Aoly ot
1 RS ZASKE AN Aol 7] e Basisl, A AA S
o ol Yake BEES] A Aab] ek Afols] WYAES el
A T3 Uk 20129 10€ Al ofH]gte] Apdo] RElom,
2013dof| = (ZHEH (National Defense Authorization Act))2 S3] Al
ofH] FZolA 9] Vit A B Hvke SpslGink olet FAIA s
S 29| At 4SS 20159 49 UH;E DoD Cyber StrategyollAl 1L
A8k Yt (United States Department of Defense, 2015).

olelgt ‘ermste} TASPY] SAlet Wastel nlse FAE M=
AIFAoZ P3¢t eupnt PAE= 2011 5€ International Strategy
for Caberspace(1SC) & HES10] Ajolu] FiolMe] 7124 2hgeh AL
%, ZEoHAIY] BT, Alold HF M Ato|d] FAof tigt A9 ¥
A 5= S8 SAIE =0l Basittal stk (White House, 2011). of
=9 "5 A H AGFEY AdolA 712 TS AfolH FXtel= A
93l AZFe =7} SFX Aol LHE(NATO, North Aantic
Treaty Organization)t} EU(European Union), &3] gF=3}2] Alo|H &g
= 7B 3 ol oM A&, 35 = S AlelH ¢k FY
2 oyt wRe AT cRelme] A AolH ohu Hofe)

1. gdsH B¥ AlojwtRzge] A gt wiol EXE= 2003WRE E53ch
ITRHEE oS "gdt Alo|HERATHCoordinator for Cyber Issues)©] =5+
R Apefol Ao 9Ick
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AP FATA FqR=d), Al GGE(Group of Governmental Experts)
U ITU(International Telecommunication Union) 53 -2 7|4 =A|7|++
9] E& E8sP|HErth=, ICANN(Internet Corporation for Assigned
Names and Numbers) o]} Afo|#E71E3], FHARIHHAFSF 53t o]
Rzt ofsfgiblEelu ARl ARE0] Feshe 22 AHdA9] A

ol & ° FHole B5S Btk of=d vm] AT, olslelA Aw
HiE viet o], F=oly Aotz tiE= v A9 I7EY T
Rk

Alold YRR F-FIolA WSl Zefo|HAlel ARRE] sl &
A7t 2 =AG=d, 201549 124 8RR $R/E 78 WELe=E st
© (Aol EEH (Cybersecurity Act)y o] 2F S WA )22 HrielE
B9kt Ato|HiohE e o] ohyzh 2015 10€ Afolld F3d
(CISA(Cybersecurity Information Sharing Act))E SA02 S E3}
T ofel HES B 24T oItk o] ®9] AEE S3HA AtolH
UEZS A3l Bagt FP Wk Bopt et Wt & AAFEE 9
AR Ao R H7|=E e ARITFAAVE FSEAH 2 3
oz 718E e AlolH b HRFRFE] HRet 7hol=eel whd,
54 MYES AT 4 e AEE AAE AAIShs AA &, o] W o
2 AEE Al W7ol tigt WA 7, a7 3 U JRE

7t ARSI 201560k Fsioich

ulste] Alolu] ehi FUAAL FREeR AuERel 2 sjol
A3} Aols tehs A AlLEE Fthe 7R, B39 SRS Al
TSk 7t 7|BEe] 9718 WS mush] ot T 23 7ol Al 3
A= SHE= FEH= JSKHETE 2)). FA] YR E SEdE R}
=27 R =(Director of National Intelligence, DNI)o| & 7152 433
t}l euja} PFE 17]0] HolEo] 7 REE 3] (National Security Council,




I RolIE e
SehilE CTic

L | e S 7HCHE 2 HIE
DNI NCTC

5.‘7}°*E &z

27pAfo| ot
ME| NCSC

AbO| b Qb =7

___________________ | oame = HRFE S ALO|
.............. OMB e-Gov Cyber Unit

BHE T
‘ e DoD ‘ F25 DoS ’:‘-.ti?_ry_s'. DHS‘ Hos poJ Y25 DoC
[ [ 1 1
! 2EEY - Zies - oz Az FUEE7|e

27} Ixorgz 2= NPPD FBI NIST
ors 1

= F7HALO| Ot

NSA HBREEAE

US-CERT | ~ HHZ9E4

ICS-CER | I 15A0s

As: JABQ016), pAT FE4.

(38 2) D20| Aol Ob FXIRA

NSC) Ak} Alo]¥ebR = (Cybersecurity Directorate) We] Alo|wzAHo]
SRR, RIS, A FPR ATE 5 ATEAE]
Mo s Aol QHE YRE FUHES Si9lch. ofF ovjo} B

5 270k AFRA G5 A TaE=Y] AdS A Al 7ie] 7]
ol F7I= HAHRITE DNl AbsPlls AlolH AR A RE-SIAE (Cyber
Threat Intelligence Integration Center, CTIIC)7} AX|Eo] Alo|H @}
ALE FRHEes ZAsle] faide] ARE AlSA Jok didEs
(Office of Management and Budget, OMB) o= ZXAEAloHT}
(E-Gov Cyber Uni)E A5t 7% AFE = 28314 Ak
e 212 98 AEFEA7)GH(Information Sharing and  Analysis
Organizations, ISAOs)E AHH3s}o], ZEQIEE ABloA QT ARFLE

Gdotk= F7MAto|H MR Y B FEMAIE] (National  Cybersecurity and Com-
munications Integration Center, NCCIC) &} gelslz== JrhAIAE, 2017:
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24, u=E A= HE °1Ea}9} AEA e BeE fPeiA ERAA
AfolH QERE Zrshe MR ST teo] ARG Aele
Fo2 FARR SAINEE Bttt SAIERE A A Y A
oF JIZt olsgARIEo] Mook S=E AWMU FEE FAlO| A3kt
Hok Aol YEAES] FRAAE 55k oA ZefolHA] HEE
Ashs HAIEES pRgE 2 AdEeltk ol2igt HollA w=e] el
BARFGE 71EA o2 Avds I o] 7S Fal Skl Hojok &
Zolet. jHH mlmojis AFFASe] &% AFE "HEtke 7hed 2=
HX(Department of Homeland Security, DHS)7} =3} 2&l((28 1)
o BekehzRE Welio] AESEY GBS SYske BA(CTY 1))
FAH 2 A on, o]$o= DNI Aks) CTIICS FAREA o5 A
AARBEA o HIe] T 28 98 ZEQHRE AlSE NCCIC) [SAOs9] &
A 7= 59 T2 R A 7Isel F7HEJMT of=dt Holld =]
FAAE AFRAY g A=xslke 7hed AESERY 32 24 7]

o] F3H0E AR vlet ANUAFOE Tlord 4 gk

2. Qo) Aol gkw Hek

Y& 200090} 2RHEE ‘e—Japan M-S TIESE7| ARFFEH|, 2006
ARE= TAFoIAH, (2006~2009), TEEAM, (2010~2012), TAROIHA]
FeEEL (2013~) S8 olFE BMte] 7 ‘HHHEZS e TEICh
20134 690 ol2e|A= "AtolHAFE e AR & WRSIHA 71E9] AR
HT AFS Aol ¢ A or sk ¢4 WIS Hyth(lirt
X = 1) 7 4 Bok=aE 20132). I % 20159 69 GEAF7IH] gt o

2 2017 5ol Ajole] o) sk thgd ForOR e EUE gt St
@A), 7 o199 Aol < Hieko) 5 o B A 2 B el
ATy,



T S AR Ao whE F43 2020 ZHE oEQ =EEHEY ¢
A%k goll tigh 2 Fol ¥rgEe] 20159 9oz 71& e Y7
§S sl Ao FEEASh & YR |= k(e 2015).
ol WhE MR Aol QHE A2 AF-EIL 3T AlelH
Fe B2 WE R AREE 5 W AH, WA, A
d, Bt FA19] AF 5= AN 53] MESERY] g 9
= Y2 A oAl EJAlE] (National Center of Incident Readiness and
Strategy for Cybersecurity, NISC)9] 7|52 7}sslal, A 9@ ZA|tAkS
AR o), SHAEHY % Eeles sk S itk

U2 VI At Al FF thssles AR JFdset v=
2] fHe ke=S B Stk 201149 S=AR o5t ASAA AT
o Alol¥] 7+ WS AAFPom, 20149 39 Alo|H AE ¢1g 0o
2 FAE AlHtE A= s ol &4, Y
& AfolH A2 Q1¥at NISCO| A ¢l=lo] upAE o] HAH Ao|qict. o]
2ot AN HO| Atz A= Tedt Jole] Ads dol 3Fa7dE A
Wolal FARPS dRE AHAEE A5
H7IEATHEAIY, 2016: 413-414). $HA 2
1= T, BAoL BRto] dE9] Y MIES A= T Ale
Holx glon, 7lgHor TS WHHRA Tl Q1Xe AYSIATHPi
A - AR, 2016). ol AlelH wol HNIE
e PES Ao BEat B 7F 249 ofgleS =AY, £ H F
f3HAle =71 ZFdollA] Afold QhRO| FAGE IaBIIIAY H2e
F=sHA B4AQl HEE dthe BlEE W)= oR(elsss, 2017: 228-
229).

olgfgt Wt 2013 29 YEo| Wrgh "Alo|HAFE=AIF A
(A N—t X 2 ) T o [EESEHEIU 5 4T): J-initiative for Cybersecurityy
L ouEe U FuISYe dele ZEet ouih ki X - )
7 4 BoRZRE 2013b). A= Uie] Ao 2E Be ] thed 4

= W sloll, Bl ARl @Y $% 32AA 5 Al A4t

=
S
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35 sAAS e =ik ofdt @&5AdellA 201549 44 T
A AL F=2 AlelH Fol E3HE WFAR /gl Fe
o, Folo] n|d Aoy Qe FH AT FTIFO FEdHS YHES}
7% ok ol2fdt YR ddo| n=He] Fle S8 AR AlelH ¢
H qFEke £ =Y Al UeisdS A 285kl 49| Ale]
H QS BAtos= Zos BIRFL, Yol ARME ol g0l
oj=9] ‘AfolH APl ZBFT FHFCE ol2fdt T ShollA] Y2
2015 79 30t AfolH Qb HElof FojFom, ontol= thRt Ad
= 5% T 9 tFEYS FARE olAEYol g, I, o]AEd,
=, EU, = 53 Aol FASE Jagion, ophijtat= AlolH oF
B Y 733, G, OECD(Organisation for Economic Co-operation
and Development), APEC(Asia-Pacific Economic Cooperation) 5<J42]
tRlejmo= AZFAHog o3t YJrho]4sE, 2017: 229-236).

P U2 20149 1149 Al|HAFEZ RS Agstal, 20154 1
HRE A3 Folt}. o] WM Ato|d ke F o] 7|2A2E sk, T
gt AR 9 7IEE 357182 MY AR E=MN Lol Qb Aef
o] 71 7)9ke ZEA o7 nphPrhs B7HE Itk 53] o] WO A
FoMA Yo Aol bR XA & WsE Bolsigict I FollA o
A2 20154 149 AESE]O] JT5 Gtk Alo|HAlF el ds2 et
7 il MRARsIEe] S e vzbito] Al el el E (National
Security Council, NSC)& AXx|3t Ao|gtt (I 3)ojA Hi vle} Zho]
NICSE Aol ohme] Aebe Ahyska S7RIANAS|SNSC)9 7%
HEHFAVEAIARBIFA MRl Fsl FRAIAY Afold QR A
off thet 243 FARERE ofyzt FE AlAR] dig B EFs FA &
Aoto] digshe AT F3staL ATk, 2015: 158-159). NISC7} A
o ¢t Hekg FE- 2Ashe 7R, W Afidie Aol =i,
QIS Al IAIFE, BANIES ITAEARR, 74 41 2 4
EQE AR, A Aol HE thS 59| wokS WobA AFRA 2
of 4% RE APels TES BT Aok
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Lzt Afo|

AlF2|E|MIE| NISC
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4|4 MOD ‘ 284 MFA ‘%Xﬂﬁ%’g Men\ £524 MIC ZAH NPA
l [ A [
UBAHEIZH 2
\ Rl \ \Arommwg 1 N Sz

HEK ISl A Telecom-ISAC _
EE-=3] ae |

Ato|B{ |y P “HE]
IPA JPCERT

A= A31(2015), p52E 7o R Hekste] A4

(32 3 L= Mol Qi R

a7, 201045} HotSe] Qo] Aol eha Heke Y Sojum 9]
£ AllH S8 FTsH AT Skbae] Adeld AFHoR e
sle] 7120) WA B A ABOR, S5 Aol Tz A
Moz Wel akgick AolM Iy HEke) XAIAE AIh Akl A}
SRSk B § AZHQ hee mAPon, AHHoE 11
ab7] W SRS Bus] Sl B Sl miste] FAERS 7
slstoit. Qo] Mol Aolu ki Hopo] of Yelolh txelme] o
Ape mjFo] FEske ot At F2W AL T4 el et
T 4 gk oleid ol AR el ARAFHS AR mlF 2
o Amdz ZHQOR St 4 gk I FAFAY PR
Aol YEe mFECe F o WEH FeE 2En ok 20149
ol 1) AS S A=Sel9le] TS sk ey
AV AfoluiAl el El ek oL AEX 710l NISCE AXjsle] A7)
Tyl ohel XIS SYRFHel, TP, S4uel A
Bo) Aol MRS T 2 AAS 2HO2N, AhEoE ¥
o A=SeS) FUFL AAL Uk R0 BHH,
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V. FH 4= Atold QbR H2H(2): F=3} Alo}

L. Z30] Alole b ziek

F=olAE 1990dd) SHHRE <37 (4 Ti%, Golden Project) o]z}
o0 AlolH ¢k T AFAE 3| gk, AXIE AAZE 244
AE FoHA & T FHZOE AlolH QbH Heks F751aL YUtk
1 42 20149 24 HIgE YEYA F50] g o F7io|YY
Silo] F Aolekar AWK " EM,, 2014/02/27). o]&gt 7|25 ojofut
o} 20169 12 F=2] Ato|y QhR o]yl A P3ls] T Xxo A
ZFAQ T7PALOFTRAHBR(E K M 22 il e 4 ilng) s & UL o]
HeFrls Aol AL F4S XA 7R §A), A 7|8k A
B3, Abold 3t A4, AlelH et HiE o, Atols A JA Y
A, Atols] P72 mh, Atold woie R, 2|3 AlolH A 7
3t 5 9719 AHERES ANSHTE 53] sz 7t m7REEeY Rt
A 7%, F7P1d 74 59 F9E S ERAE 1SSk olF Y]
A3l AR 7] STk AR FCHER AN E RSN, 2016).

olgigt 712 Ateld = EopolMr FASkEe] 2 HE gltk 20134
SR (T [ER A R 2P bIs H f R o) @b 20159 = A (T rhlEr
TR K 1) S Bl 7129 WolAl NFeRRE Al FFd
gt REFAZIAE Eilehs A=54 ol Ao R oS Y vt ¢l
CHE S Besr /045, 2013; 2015). o]gt Aeke] Wsl:= Alo|sd 4=
TR HHI A ol vt k. FHellAe 19974 49 H
FE vlolglA Hoj, 20004 29 AR (Net Force), 2003 7€0l= 47}
T Etell HARE Rzt AAEQIcE 20109 7ol QlvlsE SR
Akt ml=e] Afo|uatgRe] sl B 2ERE FEAt F

HEE A5 3RAL Aol 2R St QE, A 4z 1| A

ol

i

N

Al

¢

o
o,



718 71 52 S Ao oS W Gl 61398t 34 &
Zo|th(A&Y - 289, 2017: 182-183). 20159 10¢¥oll= F=Fo| & 7IE
o] Ygko 2 A|HHFTIAEEE T AL HFRH AL, 2015/
10/26). 2016\ 1€oll= 7% /W0l uhet Afojuito] Z3HE M|
izt FdEle] HRpR, 71eR Y, AANE, Aoy ol 9l 34, A
& A =YK, 2016/01/01).

0] FXlghe Atold] Qe Kol ZAIFY Mo |z Aol F4
I YWETMIY 93 7|Rke R uj=o] Ato|u sl digsle =A] A%
AAle] FFolct B3] 20139 AE AR 0% F=2 S22 QUEY A
UAE FESIE =g AAIsH, $50] F4lo] He AlelH X9 14S
ExE IAFES A3t ok iEAQ1 Alel7h S=ro] FEsted 20144
HEl 201697 = SAolA AFR AAIE WS (World  Internet
Conference) 19|, 5 259 Alo|#] FES Zhxsim QPR Afolw &
) 55 9 SAGHE U S92 Adslel@ Y717 (Shanghai
Cooperation Organisation, SCO), ORI ZH(ASEAN Regional
Forum, ARF) 53} Z-& A GPY7|HoA Q] Atol tre] thgh =9l
HIHoz Foig Bat oz} §9l GGEU ITU 53t 22 AF A7)+
9] E5 oA Pz AP B olE AR A gtk
olgfet 20| ZAFY Ak 7|2E 201740 ARH TAlo|HE=AEY
AR zeml EPr A ping) s A= ZREATHIERBEHMEE I AZE,
2017).

Afold] etEel AAR F=o] I7IeA $59 o= TR A T
oMz Yepsitt 20159 7Y S A=RIudiEdi szt A=) &
BIAIZIHA Afold] F2te] H2je} afFoll th8dle F=9] FEFT &5
o] Hro nlHslgrH oA, 2015/07/06). HHE 5 (AlZ7IoEAR)
2 A AECERE AfolH bR olEhs HEOE “AlFlof AULIH
EAE 7helar 3R FEe ke Bosh] ¢fgt 7NPE viEgie s
A, o=A 7199 52 BAlRHE e BlEe Witk EAGAE,,
2015/07/ 01). &k 20163 12€01= (QlEsiekA™) o], 20179 6Y€ 1Y A]
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7tFEN
SUIEHOIHE S FYE LT

YEAZTIY
St SYZARIRE
| R7AEHUY RS H
[ [ | I
70t B Dol DHXHSIE ey ?_|E'_|'5H"-'°|‘-_|v_'-
EXdyits sSUT SUHERSE IF7tEYUT =xpH
Ve 3L ol E{ull 27hE ot =E Net- PP <38LA>
=z aIE—,‘. SIE{dioh | | yx | [CN-CERT | | aisioiz | | Hf0[32 | | porce T || eussery
= HEEI °= ApA s T 61486 C

A= A3A(2015), p49E +4 - Bk
T2 4 F=9| Mo Qi R

B ogom, ARk (QIEPI-S B AN Bt A
9 Qb Wk 2efel AlgA] =9, Sy Nkl TR AjQlgRe) 53 @
A A A ojmsy Qlel A @ AR ) wEsh Akixe] 2
A A A o), Qe Tl AE e Aulo] oig 74 5 3
8 yYygo=z 31 Qi KOTRA AR Ay, 2016/11/28).

FoAE 20149 29 BAG AXT 9 AU Asle] AL
202 S FRIHYPIARSIELLI} AdElo] Ao]H ghme} 9l
B e e FUsha qlon], AR FURlEekadRslE
azggAo] AxElo] YLK 4). R A 20114 Hg
RIS RTF o] Aolu] Tl AR BASo] ALY AR B 7
sfotEg Aw - gEsk, Y KA D vje R et 7k L =
< 7k gleh AEEA Aol FRPARI FhE Aol Aelu <
B QRE FUoks B, At JeAETE B3 Aol Hobgue
YShe S Sk Ik B F2 ) 71U BEE Siet o
Seasin], 1 Akste] QIR A2 Apolul WA Elxe} A WA
Sol et 7 BES S gtk BFUPEIL gl (Al

o Ho o A

i



E3) AESIE =8k, 1 ABHe] AsjAkart)-2-AlE] (National Computer
Network Emergency Response Technical Team/Coordination Center of
China, CN-CERT)= RIZRZOFS] AlolH HsiAlal A} B 3852
ok S7RRYSS HoE AL BEMA 9, BA A= 5 S Bt
A7 S sk glom, I Alslel| 7Rl |edtas Y5t
3 QK& - wiAdsE At 2015).

2, =9 Aol QR A A= A 7IHkAHo] tigh Ao
2o] g ohfet viTe] o A Hael et old g
Higoll Z31 Qlek. 2=y AR Aol Holge] AR o= A=t
o] ARE =t ol YA A Ale|He HEshs M2
didio) A 55 e 7RISR S AIEY Ake] AdE =0l
Fieshs 22 AdL] XS] diFste] S5 =29 A2 Al
H AAE BAste|, S5 Yl sxshe =7 A9dEdt =A417]
T B850 HE o5y itk 2 ARE (IHUEIR) S w=e] B5-
A ZElo|HA] Bou; Aol BAolgks 7RIS S| Es IWA
3] FAI =71kl et Al 5= SR C= Ttk o] oA uietH
79 ] ARG AFHQ AMHE T Yol & 4 Qirk
AlolH] QbR HeRe] Al SYUHUIA HegEazo] X|E=s]o
AFshes A9 HESEY SEFoMH, =7IbR, 37, 39 =St
5 7HEls 9 Z4F AFRA7E Alold ko) JIEUl FA19 AFE '
"ol Sk

2. Xjoke] Ajolu] ok ek

Atoe] Qbiof #RE 2jA|ope] Mg, AW 571HE9] B9t o), ZA=
Fej=lo] s Ao §ick 200049 9ge] xH Aot} FREQ =
E(Doctrine of the Information Security of the Russian Federation)y A%=7}
)2 Bo|rk(President of the Russian Federation, 2000). &A|o}e] Alo|H
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Qb thgh Tilo] EASHE AL 20109 ml=d} o]Agiido] AEAYIO
2 o] 3 AEE FAT o]kl gElA SItk("Russia EAL,, 2016/
12/14). o] 2016 129 ZH 53 Ao} AW (Federal Security
Service, FSB)7} ZHAJst A28 AEHSQF ZETE 52130k (President of
the Russian Federation, 2016). A1 EEdo]= rlop} AW 2 AF
F Sh7t ‘=0 FA FRos Aol A Qlzelof thdt 3k
= gfske AolRke fEE BT A BEAIS ‘=7 FEIHE]
FES FEshL v F7HY IE B &4 dsH AlAlel Bt
AE 21 2 Ao AEAE ol gslar Jtha BAIRTE Al SE-Y
HEo] ofjolA ARl ale gAITL 2013\ FSB7} wiAgh ®eto]
oz 94 Q= RN, 35 oy MES Y= b 283t 7]4lo]
Aolgk= H7olcH"Sputnik F2jofs, 2016/12/06).

ZAlok= 20029 AARNA ASo= SiARHE st om AlelH A
= =9 P 7Tt A5 FAs] 2214 AR A3 Adgge
lols] 32 E83figith 20089 8 ZAofoll thgh LARFHA AL
ojHile PO A= o|Fo|X|A] E3tk= AA| B7il wt 2jAlot
7 ol AfelHHS Adshs Aol BdiE Adsigi=t, o= 2rlot
AFAQ FAR = Helshe A ARIeR o= ITHAE A, 2017:
260). 1 F 20139= Y] HE AAof w2t Alo|HARY R A
o7t HaE Aoz LRk 20149 5¥oll= HAlof FAFFAAA B
ks 913 Al Rzt dgiche TRrt Igich o]% 201549 24
£ 12020 rlol ARFA|E a0 AgEglen, 54 3=
2HtE F7)of| 7]9ke T 2Aoe] Al A TS iRl W
B7F QQick ESE HAJoF FHHEE 20159 10~11¢Y9 39 "o 573 A+
olt] Hojg A5t A& ok "Russia#| Ay, 2015/06/26).

Afold QbH A= Bdste] 2Ajoks s AR 0]F<1 20134 7
4 Aot e FHPORE 12020 FAPGELRE A7 Y] S WhaEste]
FE=7R WHe Z3%t S9od BRos AYEHE AllH 99
o tj23l7] 9%t FAFHL FZ3FHHPresident of the Russian Feder-
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=

5l

A

¢

it

fru



ation, 2013). &= APEoll= E731L Aok vl=e] A4S A
&3y, 2014 2 oy AR o] % @A dSFEHA A7
B S Qiok olofl Bjs Alotet F=9] 2 JAEe, 20159 54
G Al QHE Hokg AAsIfH: HAloks AR Zge] el Hi
slo] AfolH] FIME H7i5Ho] EFEojof itk 4% TAAL Jle
m, olF AHske FTAFe gEE s ezl (Collective
Security Treaty Organization, CSTO), AFelo|&EH7174(SCO), EH=2714d
&HCommonwealth of Independent States, CIS) 53} Z+-2 X|I&Er|+¢
o] st Qrl oo gR|o= H=ZA([Brazil, Russia, India,
China and South Africa (BRICS)] =7}|=3te Alo[H ¢t Hopo] F=H
25 W57] SRt Fol= s gtom, FtEE =717+ Organization for
Security and Co-operation in Europe, OSCE)W oFA|QFR| ot ZH(ARF)
o] Aol ke Fojoll= A= Fofstal UThAI A, 2017: 262-266).

gAlofolla] FREF A A=) WHS IAE 7] HET|Eee
23]z Alote] FARAQl Rk BAE gtk 2Alok= 1996 24
SH=7IAHCIS) LS sk 7I1Ede sk Il A
e Al digt IS e AT o7t AN EREE
e FEo| Wt A M Rl AFE == AR A 9
E o AEshs ¥4 A7 =3 Jlon, AFE ALY 9 HENI 2
4= T 8 Rbll= FEHTh olefe] Alolw QhEel Bl Aot
7b L85t Sl W REE 20069 7¥ HaEE Aol A HEQ <A
H AR7le 9 AREOH) S & 4 Qe ole 249 71N AEAIL
g2 75 ol HEoAAR] gt thAS mhiska, olgtelle Ho] A
S FEO| HEAS X712, Al AEE AR AIS AFsh] 9% ¥
B2 7184 RAES 92 Aok 224 oFF] Aok SHAL Aot
HRS APYSHA] gl glom, oA AEst FREQ FEHo| ofF tiAst
31 QUEHAIEA], 2017: 255-256).

ZAJote] AfolH] ¢tE FXIAAl = ALEIIE(ESB)7F T 718 FHst
£ F22 = <™ 5)). FSBe /MU 3t 8 Ao o
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Hs™
AwI|aLEE
Hi e o- "] o= el [IT=N=]
Iy it okE FSB dhese e
e || 27pa0] | | qurEw
x o
MR B OHMIE] My || HE2 K-2
B ISC zHER FAPSI
| |
[ | |
uee || 9= s EJNETS
o e A A A
Lk MHE[AZ sE SORM-2

A= 2AE(2016), p405E 8- Bk
(O 5) ZHAPLI2] Aol Q2 FZIX|A|

g BACt o 24 8 T 71l i 7le 9 4 ARIAE Al
3tk FSB Aks} X HOPAE| (Information Security Center, 1SC)= SAIH
o R} AREE Asde] Wl 9 AFE 3B 20T, BT
= (Computer Security Incident Response Team from the Russian Feder-
ation, RU-CERT)& $93}9, vjda|d T&7|<sL dstn 23 ZAEE
SRR AN Gskn qlrkn ek @ FSB ASlol bl

HE2AERE SR AR 2Alor d7iEe] el EFo)X]
Hobg dgsla Q= Aoz I#A Uti(Russia EAZ2, 2015/06/26).

ER R W RO FolN oAb 71 ol AR QAN
(Federal Agency of Government Communications and Information,
FAPS]) o A= ZASA|2E](System of Operative-Investigative Measures-
2)9] =29 o8| Aol e QB AH|Ame S8l ATt FE
£ £F8k ok a8 diy)EsE5 A= (Federal Service for Technical
and Export Control, FSTEK)o|x= =270 Ajsia}t Ha] 7+ A2 =4
A FE I3 JEES £A4] 5o HiRt $A 7Ise ek A4
2, 2017 25, ool ) % ARUEE ke vEnel K=




(Directorate K)o|ie &3t Q7| QH(ERAAE, 2016: 403).

87, 2Ajo} AloH QHE ko] ZjERIRRS: HH et AR
H3Ho= gAjoh FRAEAAS] s ghEske o FolA Aith 18
L 20109H] S04 Aol 2H49] wstol] A Hste] FHPEre] ygolA
£ Afold obH tiBES Fxshs W R ASstar qlrk 53] e =7t
off BlsiA ARAA] AL Alo]H Reje] ot AfolHAR RS 3 =
o] 5= T AFAel FAIFQ HHES nHiskaL ok =A@
F7ol oM 718 FAZIFY AGEEAY S5 B8ste Fa=7t
E0] BYsh= Alels Qe A BAO] Agof LAl Qlrk FHH Aol
A AEE} W HAEE ofd] =Y AAE A= 7R WAL Al
L gpom, Huueh BEeln} 2o ejAojle] SAEel BAg 1ol
Sick. MO R BAlo} Afold ok Hekel tufe] HHXFHS e
MOl F4%ge] ZEEE AP ANHE TAgoz Hebar), B
Rolw| ehi FWAAL WHRAen FUS A=ses Amges
ARE Rk 1) FSBeh T Alehe] HESHIEISC) 7} FEste
APe] F WAUZ0) AEINE it Teit AuEoR B4 A
SR fle ATRA AR Az B Ao] St

V. 8 8 359 Aol QtE A=

1. =] Aol gk ek

P 20099 69 AZO0 2 Atold QHE AR WEESE ofF, 2011 11
4 Wz (Cabinet Office) 82 The UK Cyber Security StrategyS BHES}
of 35 Wh A4 FES T AT Aol I FEES ARSIt
(Cabinet Office, 2011). 20134 3€oll= AFQ} AA) 7He] 8791 AEF
S= Y3l Cyber Security Information Sharing Partnership (CISP)olgk= ZF
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AE MK Cabinet Office, 2013a). 20134 12¥0l= HEL AL EYE
738VS 7}Z3SF The National Cyber Security: Our Forward PlansE s}
THCabinet Office, 2013). 2016 11¥o]) o|28 F=ZE Alo|y ¢t FH
B ol ydHel AfRrrl Fweslo] National Cyber Security Strategy 2016
0 2021eke ABOR AR S MGl o AL Wol, ol
Zidolehs 3t BxE AAsta ot AmAES AXlstsen, SA1g
o] oA 1 =7 HAEE® f4l, EU, UE 52 53 o
HEYH] 55 PRIt IS HstTHCabinet Office, 2016b).

P 20139 A= Aol Roff BFES IxF=t), o] Fois Bt
1 3 AFRE CA =W, HFE AEIE RS 2 g9 dqpjtes
T/AETL R 20159 1Y G52 AlelHZY sidss A3E =
A2 3=, National Security Strategy and Strategic Defence and Security
Reviewzl= A B9 B AE WH5}HTHJoint Committee on the National
Security Strategy, 2015). Atol] KA Jote] QB g yrie} Pu
713891 ARZFAIEE (Government Communications Headquarters, GCHQ)7}
oyt QEA A3t 20161 National Cyber Security Strategy©]l 0|22 A+,
AlolH 374 I S A AemFA=Z=T3(National  Offensive
Cyber Programme)’s] o] AXIEIE Sick 20164 AebAs Aol 3
Ao zRe =9 Y 7S Jofshe 2T ol o B AAlE
4, I35 § Yoyt BE FA7IA] asivke e RS =2u
T K Cabinet Office, 2016).

ol#gt =7} Alel¥ Ak dfsk= o Jlo] =2 IAFEHY S84
<= Zz3h=t, 2016 HEAE F=o] S8R AlelH 2JuLo] Hivfo] A}
o] FTtolA] FAHE 2-8-L Zstelar, ApAo]ar H|EA]Q] o]
T FOE EX8H, AR 752 AHsks Hl I AR B 5
2011378 olEnt ‘Hd ZeANE dE7 ARHIIEIE o] T
St ZR3-EaL 7ol BHakEal QPG AlolH F7tol| tigh A1 &
o5 olFolli= d =8 7Ieol Qirk ER Rl G20, EU, UE,
OSCE 5 &2 71E9 =A1717¢t vkl d] Za|daE &85 =4




Sxo= Fosial Qiok FHH, PR A= 20159 149 wlg
Alol] obe S=F F3HE Qe = It FY Z=a9] o] R,
FEZ AlelH o] tigt & o RS theS flsl AlelH HAYS BF
o7 2% AL we)7|= FeHKISTI 22 5 2%, 2015001/
21). olzet gu| dHAIR} tha Heo] F = AN 20159 10¢¥
27} 232 Aol eh WS AASL A4S 7lo] Aol MRS
o1A) QHATHL Frelal7IE Bk ke, 2015/10722).

e, g=2 20169 119 M2 ZARY (AR HK(Investigatory
Powers Bill))& 3=t o] He ZetoHA] Jale] ox|7} st
o ‘AR7)H(snooper’s charter)’o|2fal EFcE o] HL 20154 119 %9t
o] T7HE olF ZeolHAIE Hsliske Mtolzke AAl Blol AR
T2y w2 aElR 5 1 dselA Bl SlnEs Thed], gl =
oAl sl 7Fs = F7IREE Aol 2 thEl2iet Atold Qb
A ol 417 7RIS FoshaA TSFo= Rite] Sk Ao
Ak o] ¥ F8 goz= AFYl AHla AAeE FAIYA oAt
HA|E, ¢4, HARAHIE T WUt 7152 12719 B¢t Hask=s 8
Toh= Zolut o5 AR Ft Hebds, FHEEA, Alg 59 Aol 7+
SOk, AEIIT} AEe] AP, B AAE B AAA A7 &3
e Fxoz ] YRl W W) FNE FEske Tl
BT A2, 2016/11/30).

G AfolH Qb FZAA= WHH(Cabinet Office) 7} S2sk= FE)
2 2ska QI 7hes), He) HES GCHQYL %8 S8e she 959 of
Arz"oz gof JTi((aF 6)). W= HREFTYA L7 (Central
Sponsor for Information Assurance, CSIA), AR (Office of Cyber
Security and Information Assurance, OCSIA), WIZFAIBIAREA] (Civil
Contingencies Secretariat, CCS) 5 A3} 7|3 F3f Alo|H 2 A9
LS Atskes GFE sk Ak o] FollA 20099 HX|H AfolH
HOPY(OCSIA)2 2071 ZFFA 2 337180l et HAFF 2%, Aol
H Hot =T 2, Afold He FEF 59 AFE BT
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&2
NI & A L5 L 2 9es k-
JHS & BIS Home Office Cabinet Office FCO MOD
l
I | \ \ .
U=z
e 9T # 1 =9 B2 oz | | BEREES | | bivgy
lals Sullan || 23 || o || ay MOD-CER
25 || S || B || He ) Y |
ast || 2 | D8 | && ||| [
CPNI || NCA || ZI7 [|OCSIA || X ot I
CSIA ccs ok ME]
NCSC

AR wpEEk $22](2014), p9E 4 - Bk
(a2 6) S=2l Aol Qi FEIRA

3 799 - 743, 2014 " ol Wk ST Walsle] g
dheja Ao]s] ek ggel A sk s ArslEksol 2] =
A Gee ggsta 9tk E3] GCHQE Afold] obR e AR o] 43
I A53E 5o JRE sttt 2016W 109 GCHQ Akslef A%
7AW QR AIE] (National Cyber Security Center, NCSC)&= 2J5-9] A}
ol 37, A3 AlelH | U HH=RE Z} £Ae} wt 7|gS B
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%, 2017).

sapo] Aols] e 2AAAL FeiE Aols| chuo) that Azt A
e Ae FA= st T SR EAN &850 F7PYHALEES
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o[ QHH AFE FESh= TESEHY J&2 ke 722 Hof U2
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T ok 3HH ARRA Aol YRR Alske] Zzbso] Atold X
e T3 Qokal & 5 Qi) 201490 Alold o] digt ieS '




M7 Z=e=o| Aol ok =2F 101

ok ARgo] AR

a7y, Zaro] Aol ok MR BjXoR} It 2 W7k A
2RE] YRRk 59 ol&% AYe o 47% figos st
thgate THol BAET Teb Zepash S Ul 15T Al]
B W9lo) ARle AFHl BARbY Aol B dhgolelurhs %
AR kS Esie Agehie] BHOR olsft Wast ok

Aol Qhae] SAYSS FAsHs Rk 2= xde] AT WA
Bl et Felo|gjol 7 AUl KRR ik WAoo oo}
3 Tpgelld mapne] 4F Aol AL F3 glek o)l Pol & o,
ajso) ke AMHE Zelo) A4S 71O Su Any Lol
satEle geEkn & 4 gtk 2UAA) TS AEZEo =K ANSSI
7 EeiE Bas $2- 24 V)5S 9Uet, 7 ASNAEe A ¢
ol 45K AolH She T ARl Thg sk oItk 20004 20134
5 2ol AAN WY A=Se9lZA FPPRALEReRe] Agie
Agol 7Bt WA o AESEY FTYY BES A Jo= B
Sk

VI wg

27 Aols] BAo] Tt AFE Bk ARuso] FAL opfet =
Flehao] EAlR QIAJERA olo] Bk ze] Meke P4, o, A,
B3, A8 5& okpmt 2AAY AT ofsEr] Ak A
th Belglo] Aslshe Bx1e Se Wiom wisks Aol B2 ¢
B 1 AR ABEe] Agels A Debd T Be TeuAe
ol Ame ohe AMUAE aTsa otk o] 3o] AFeIA AllH
ok Hopo] gapale molx] gk wEel Yol thesie 18 el
FEolet H§T RS HiR ol ol§ upEolTh olzidt EAlRjAlS u}




o, o] 2L Aols i) theaks 1B wule] T3 AT i,
AA e, S8 ol Qi $2, Aol 42, 59, ks 5 7712
e HlE FrEekRe) AzlolN AmBo2A B do] Aolu b
Hopollq mAsh Srpxere] Wk FhsshaA sk

Ol5 FP7h At 100] W B9t 2Rshe Aols] b Heke Awmm
Eoigt TEYS 2L 5 ok RolROE RE )50 WY o Aol
o] BAE Frigkre] AZllN Qs ol oigt Ul B 7
S Qlrhs APolT) Aolu] o] Heby 94291 ol o2 Al
Hspy] izt 224 A Jo] gslel WAE Qo] BAE Tl ik
o] oA AmE 71 Hekde) W} vi7e] A7) 2 W A 5o A
£ oliet 2AIE F RolED. E o5 Wl BE A ghwol 24
2 thegl Qhuspo] LS Yol BAFSR: FFE wolw gtk Ao|
W 9ol et ZAE Sheeplel sl 7 Aol Aols els) Al
RS Sl Hojo] a3t BT 7=, Aolu 2o el
59, A5 wgo] ohd Al the Adel B9 Sold venta ek

e} ool AolH b kel e & o A8 AmmE, 1 o
Yel® YRFolehs SRolN B Aol BAF & gk w7t FER
Ne7AE Amelel AT 9 S Ae] wEE FAls, o2k}
Atz meele] FrFso] vt shE, Hi FER 7] RS WA
ABAA] OBl SRy, Eak IR wals Prahs, oj2ul AvE
=Ye] ISR glon, o] T meelo] BASHE AuERs] F7Ht]
oRsle B3t ZHle] HAS B ISR ok o] 2e| B w=w,
olejgt Afoli= tjek v} Ao s A Weo] Awya T
T} £33} Kol R vl Rede] AvE Talgle] By TER
Uehta, 92 59 Z%a 5o 9 se 1 Z0ge] sixsks
opFoz Uehdc

ApolH] ghie] 2RAA ZwolA B Zkae] Aolw ke 4 gick oA
2 Ao} ghr AL Tel sjTe] A o}F AUaks We A
£ 2Aolch o] 204 TE WSS Fejet Wol AT, ujwe)



M7 Z=e=2o| Aol ot =2F 103

DHS, Q29| NISC, 53] ‘Gz, galole] FSB, §3¢] NCSC, 5¢
o] BSI, 3efzso] ANSSI 53 o] Aol oha Heke £ sk 7]
TEE AR ok Tefu ol TN 1P GG A Y o
| g3t PHoE Y- 29T AW el FHSe chad g
A AUl L %s}_ E2e9ls AX5T 1 A4RE AUshe
S AR P Tt (L, 3 ma), ARERsel
2] 23 ool Aol eha QRS PRSALKEY), Azo] We A
o) okl oS Wl Bedle] oA BB 25 UekE
P glom, o] £ AL ofged Y AREAY Qg sk A
s AL AMES ARHoR 24sel 48k B Hg A
Hdsge] 2UAAE TS HElE, 9= gt

olgfdt =ol5 Ediz o] 22 (T¥ Dol A fEsE REsk|
QA =] AHIE HESKL o5 tiE Al AFe= %0}93\"—} A,
njZal QR mdaA AWAFAAL 7|EHo T AUA = 2|3k}

€ 7ked FAAE AESEY A9 &9 2FolA HE 74H1 AXNE
BAsk= fEolth B4, S BAor RERA FAXFEE AHHE
4?111%1011 7S FAL glow 2] AAAEE - A=A 4] go] A
ESE 330 ATRA IPE AgEes ZH‘%P— frgolth &2
2, 89 34 359 2deld|, 3=, 59, == 59 AR S
AR Z4=9] AAA - Aed] S0 o Bt =& dat vjel Avdx
B T 8 ol B 23 749 432 ske 2AE Aol
of i ¢gregw Ak 23 7hsAdel Sle fedE AYa Stk
olF =71e] Aol tigt H]wEAL FHo AlolH QbR e =
HHEA 3ol dxich A ol 5710 ARlE AlelH bR AR Ropd
AIAAERQ AexE2A4 aoAls €59 ‘ZDEAY Su7t ok T=v
ol50] oFfte] o] Hopd] Mmzolet ExjetE, 1 o= Yl o] I
2 2 5 Sl XY Alels ofdth Zh9] BR] - AR - Z3let dAb
2 ZARoEHo] v, Z7] g AlolH 179 TR} o5 St
AR 2] dFo] th=r| fiZelrt. FF TR HlwEA 9 Al




104 ZiAtuy

£ SRlEie AlEe F24 8401 & 5 ok dlE S0, o] &oklA
ol e FEE Holi e 27 JAAEYoL HEHE, AJ7REE, o&
2t T 22, o288 3= AlRlEs ATE 2aUt itk J9d= T
=22 dagh A2 =] P Sh= Aol ¢HE MR A2 3l
she AZE =Y Zloltk

L5 TR Aol hE S HH, AEHl 1=} Zhsoletar s
A= Afol QEE= HoFmE AsH "ok BIbE AlolH 34, 22
€ T3 FAoF Afold FATEA] F7I810] Al HdEE AAIZ o=
7 e AR w20, ¥ HAEE AYE elEA] 21 dRelth
HEZERY] Hx|e} Aloly HE AW AgS S2RAL He) s}
T AeE G2 ARl BFSHAL 7] etk Atk diefel 2
WM ulF Aol Z52] Yol 2 7hsAdol tEsitt 2= A
M= A DG vlAE G2 AfelollA SA=E] o|oE FEshe 2lal
2 FATE W= HA G ol AR S vEeR & W, Xe ¥
2ofA AlEs] Bagt A2 o] 4 A=Y diuiels] FRRFIS
A= whefstal, gh=o] @A S FHAIAS] =53 #AFgel thiet A
A2l elE EEske dolt

ETXE 2017-06-28 AAIIXE: 2017-06-28 A|KH&HA: 2017-09-07

2 2016, "F=o) AfolH] bR Mk QbES} o2 Xk . A (). TASEE
I AZREE: vl AAYR Y] B Fa. Ae ARIBE. pp. 284-328.

A= 2017. 138 AlolH] R WAAL. AStisi SAEA AT Alo]H QbE
Ay ks 49 7Y

. 2014 Poltavle] FAPEASE HEHT AARA RS =X, A The.

V(). 2017. "AtolH ko] F7bdRk AR AlZh. Alg: AEIEE.

3], 2015, "REU HSiARIL ShSAIA wlarol #FE Ak Alo]wEl ¥, 7]
o, g 2EAE FAe,). THHHFES|R]; 25W 23 pp. 43-57.

HPFE. 2015, TR AtolHAIFREZ ] thgt 13§ AtolHQbE WA=



HA| Z220| Aol ot T2t 105

Hlof] gt AARE S SR, . T3l 508 25 pp. 144-175.

Hi - 719 - 1793, 2014, Td=re] Alo|mEQE FXAA Ak AL Tnternet
& Security Focusy (JHEQIE|HIRIZS). 8¥T.

HjEgE- £22). 2014, 'S Alo|HEQE M vluL- B4 9 AXY: ], EU, g
o] AlolHHEQE Mk FAloR,. YR FANIEGA,; 268 215 pp. 1-26.

$2A) - 79, 2014. Tuj= euint AR 27])9] AtolHEF B3R, Tntemet &
Security Focusy (SHERIEUIZIS-Y). 9¥€35.

AAL 2017, TejAlote] Atolw] obw Hekat o). ZANH(H). TAlolw QbHe] =7}
Ak AR Az, A AFREE. pp. 241-277.

A%, 2017, Tol=ge] Afold] QR HEkr} ola. ARN(HE). TAtol QEol %7bd
2 FAPYA|ES AlZbs. AlE: ARBEE. pp. 138-176.

& - A4St Zats. 2015, TS Atod o=F AF AT, I7RERIEATA
A 2017, "R Fa=9] AlolH] tH Ak, Agisla FAEAATA Alo]H
QbR Auu; AR, 49 7Y,

ot 2011. TAIA Z=te] Alolw <otH ekt 9-2lo] F Wek uj=g FAOR.
"ARBANEAN; 238 163 pp. 1-27.

ol 2017. TR 9] Al QbW Mk} o). ZVgul(H). "AlolH QrEe] Z7hd
o AR Az, AE ASBE. pp. 211240

AR, 2016. "Ato|w] HQE Intros. ATHSta FAEAIATA At kEet AAIA
A FEEY Aol SRR 7d 44

BT 229 2017. "F=<] Aol ke Mt ofuy. ZARH(H). TARlH QhE e
7R FARR Y] Az, A& AREJEE. pp. 177-210.

24, 2016, THZRFTO] FAGA: W, L, AlolH uEAT} F7IREE, . Ag: A

oSt as.
3134 - AR, 2006, "HIESE QAR 2147) ARG Bk, A SR
s

IR B (E B AR (F7RIENEREZA). 2016. TR L% 22 [H] %4 kg (=7}
Aol B = . 12 27H.

[ B2 A2 (EFRRIE A R4, 2017, T2 () [ bR ARk (Ao
AR, 34 1H.

[ S5 ek 0 A3 (SR AEEEA). 2013 TehlElRAE S Rk 2 LIS R T
(FATAG TR A)S.

] 5 B ) /0 A 22 (SR ANE Y. 2015, Tef [l A i 1 2 1 (S der
A,

Rlakii (2l dA). 2015 T A o= X 20 ) T4 g (Aol HAIF R E A . 9
H 4H.

Bhfi - EAETR (S8 - AT, 2016. TR (A oL BT - FETR.

T % = ) 7 4 BORDHCERAFERAI ). 20183 " A X=X 2 )T
A g (Ao A 2B =R 5. 64 10H.

e X 2 ) T 4 BoESZRRAFER ™S ). 2013b. T A —t X2 )T 4



106 ZiAtuy

PR S H AT HAIT 2 Bl S A @ = 32D): J-initiative for Cybersecuritys. 10
H 2H.

Cabinet Office. 2011. The UK Cyber Security Strategy: Protecting and Promoting the UK
in a Digital World. November. Government of the United Kingdom.

Cabinet Office. 2013a. Cyber Security Information Sharing Partnership (CISP). March.
Government of the United Kingdom.

Cabinet Office. 2013b. The National Cyber Security: Our Forward Plans. December.
Government of the United Kingdom.

Cabinet Office. 2016. National Cyber Security Strategy 2016 to 2021. November.
Government of the United Kingdom.

Carnoy, Martin and Manuel Castells. 2001. “Globalization, the Knowledge Society,
and the Network State: Poulantzas at the Millennium.” Global Networks,
1(1): 1-18.

Chang, Amy. 2014. Warring State China’s Cybersecurity Strategy. Center for a New
American Security.

Christou, George. 2016. Cybersecurity in the European Union: Resilience and Adaptability
in Governance Policy. Basingstoke: Palgrave Macmillan.

Federal Ministry of the Interior. 2011. Cyber Security Strategy for Germany 2011
(Cyber-Sicherheitsstrategie  fiir - Deutschland 2011). February. Government of
Germany.

Federal Ministry of the Interior. 2016. Cyber Security Strategy for Germany 2016
(Cyber-Sicherheitsstrategie fiir Deutschland 2016). November. Government of
Germany.

Jessop, Bob. 2003. The Future of the Capitalist State. Cambridge: Polity Press.

Joint Committee on the National Security Strategy. 2015. National Security Strategy
and  Strategic Defence and Security Review 2015. The United Kingdom
Parliament.

Lewis, James Andrew. 2015. U.S.-Japan Cooperation in Cybersecurity. A Report of the
CSIS Strategic Technologies Program. Center for Strategic and International
Studies.

Lindsay, Jon R., Tai Ming Cheung, and Derek S. Reveron (eds.). 2015. China and
Cybersecurity: Espionage, Strategy, and Politics in the Digital Domain. Oxford:
Oxford University Press.

Ministre de la Défense. 2014. Cyber Defense Policy (Pacte Défense Cyber). November.
Government of the French Republic.

Nocetti, J. 2015. “Contest and Conquest: Russia and Global Internet Governance.”
International Affairs, 91(1): 111-130.

Peritz, Aki J. and Michael Sechrist. 2010. Protecting Cyberspace and the US National
Interest. Discussion Paper. Belfer Center for Science and International Affairs,
Harvard Kennedy School.



MiIAl ==l Aloj ot X2k 107

Premier Ministre. 2015. French National Digital Security Strategy (Stratégie Nationale
pour la Sécurité du Numérique). October. Government of the French Republic.

President of the French Republic. 2008. The French White Paper on Defense and
National Security (Défense et Sécurité Nationale, 2008).

President of the French Republic. 2013. French White Paper: Defence and National
Security (Défense et Sécurité Nationale, 2013).

President of the Russian Federation. 2000. Information Security Doctrine of the Russian
Federation. September.

President of the Russian Federation. 2013. Basic Principles for State Policy of the
Russian Federation in the Field of International Information Security. July.
President of the Russian Federation. 2016. Information Security Doctrine of the Russian

Federation. December.

Thomas, Timothy L. 2009. “Nation-state Cyber Strategies: Examples from China and
Russia.” In Franklin D. Kramer, Stuart H. Starr, and Larry K. Wentz (eds.),
Cyberpower and National Security, 465-488. Washington, DC: Center for
Technology and National Security Policy, National Defense University.

United States Department of Defense. 2011. Department of Defense Strategy for
Operating in Cyberspace. July.

United States Department of Defense. 2015. The DoD Cyber Strategy. April.

United States Department of Homeland Security. 2009. Cyberspace Policy Review:
Assuring a Trusted and Resilient Information and Communications Infrastructure.
May.

White House. 2003. The National Strategy to Secure Cyberspace. February. Federal
Government of the United States.

White House. 2008. The Comprehensive National Cybersecurity Initiative. January.
Federal Government of the United States.

White House. 2011. International Strategy for Cyberspace: Prosperity, Security, and
Openness in a Networked World. May. Federal Government of the United
States.



108

o
o
=

Cybersecurity Strategies of Major Powers in World Politics:

From the Comparative Perspective of National Strategies

Sangbae Kim
Professor, Department of Political Science and International Studies
Seoul National University

As cybersecurity has been recently understood as one of the critical issues in
national security, major powers in world politics are deploying to cybersecurity
strategies as the essential parts of national strategies. This paper attempts to analyze
the seven cases of national cybersecurity strategies—the so-called four neighbouring
countries (the United States, Japan, China, and Russia) and three major European
countries (United Kingdom, Germany, and France) from the comparative
perspective. These countries have commonalities in the sense that they have been
making strenuous efforts to build material, human, and military capabilities to cope
with cyber threats for the last ten years. However, each country has different policy
orientations, governance structures, and legislative readiness for handling
cybersecurity issues. The Western countries (such as the United States and Japan)
and the non-Western countries (such as Russia and China) are pursuing drastically
contrasting strategies for cybersecurity in various senses, but adopting somewhat
complex strategies, other three European countries (such as the United kingdom,
Germany, and France) are located in the middle ground of the above two groups of
countries. These cases of seven major powers as “general model cases” have very
strong implications of South Korea which is now considering various policy options
to develop effective strategies and renovate its domestic security system. Today,
South Korea has urgent tasks to launch a right direction for domestic and foreign
policies, and further has to delve into governance structure, institutions and laws,

which match its reality in the field of cybersecurity.

Keywords: cybersecurity, national strategy, comparative analysis, United States,

Japan, China, Russia, United Kingdom, Germany, France
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