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o} 8% Sl Alole okREol AT Al olx|9 lde, AR Ade A
Eotte BAR Hals HolA, Aol 2319 ERAA 4 et K6kl
= SREQ AlAES Fgdlor St ojSt BEAIOAIS HIFHOZ O] =2 7|E9] 1]
= FAAE} IAFRSA A +HE HEE S89 AYS HIEHOE 610] ALO]
H X9 M= HEstE Al=stATE olgist WA o] 22 BRA O|=0fA
Woh= FEa =] RIF Ol SEREQ] FolAl AOIH SXIC] JHEE =
AS NSRRI OH, 7|ES] AloIH 9X] THEES olRE= 4E59 HEr ZHg'e=Z
Al Aol tiel SA%F 9K (cumulative deterrence against emergence)’Q] /HE&
KAlStal, Ol StH| AlolH QFHHE O] Sk WMA|E “heole &Yl & &5HRILt.
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I. HaZ

2 FA-AH o= Asfste AtolH gl H5202 fiSohe TRt ¥dE
o] IHieHor AR ot IFoA A FEEE A F2 sttt gh] Aol
B QIR FE oI}, 7089 JARE 7R 9T Adetole ARolA tt] =
gelzere] #d 242 Ngste] @A 3o 3
1L oF Higo R ERY] AlolH 2ol tiAske ZAl HAIE EofFAe EEe
ohD 7)o DF9 ‘Al REGRE S AFohe 71&- 38 AlZo] ZHAlst,
=4 Aol e Aulohe AtdollA o B2 A A8 skl o8 A
Aoz A& sk koo AV ul AlolH QI F A2S oA A=
HEol AZIHAL Uk o] 22 IAPA|SS] AlZolA Fhu] AfolH Q. 5o
HEol B3 A Qe Jigd 7Nk Fololal Ml A2 A, T2
gt F=o] AtolH] QHEFHS A&A 0 g 28| Ytk g2 ofwgt g E
ALE NS Eavt eA 5o 2AE AuELA

o] AfolH ¢t FHE9 71A e ‘A (deterrence)” i, IFONA = 53

—

Rl
ol
ol

1 ]EiT_ FE2 20239 4¢ 269 W= H4JE DColA Bl ghr| AJAdEIHelA =t o] WSt
T30l SsHA Byt 4= AR TS AlolH {}01177}11 o= AAFPe
H, X Alo|H Qe FE I QYT ek HEo] EAE Yol 3 IAR g A5
Bl "}ol‘ﬂ QrEo] 83 =08 ARRIth=: £1E Joth HEHA wAF n A4, A
2 AlolH] otR Y A A= THERlR, (20234 4¥ 279), https://www.president.go.
kr/newsroom/press/TquADSy (BAY: 20234 5¥ 69).

2 AFRL Thm] Alo|HEY A9 AlolH] HgF ZHHok” TEtdK, (202349 5¥ 19), hitps://
www.joongang.co.kr/article/25159152 (7\::4&1%] 20234 59 69); =4, “Shulsi Alo]
H QEE7ER] et AR A & PHRMIE,, (20239 59 39), hitps://www.etnews.
com/20230503000172 (AML: 20234 59 6%).

3 16A17] 39 é&‘f’l’ Fol9] ‘deterrence’ & “FEZ TWHAIA FAAZIHdiscourage and
stop by fear)" 2= 529] 2H0] ‘deterrere ol 7|¥& Ett. ‘deterrence’ 9] MYol2 IfjollAl=
ARk 2k °Wﬂ AR 7T ABE=H, o] 2okl gtEo] o] & A AR HY
Si9ick. ohat oju] wHAL E IR AZE A (EDSCG) oAl ‘A S ARSI
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‘gl A (extended deterrence) 9] 7ige] Ak &L ik, thE 9A]9] ZHojA]
nj=9] el s F 58S Wy ARo] AlolH 5ES W A= =golt.
o]gA| AlolHE FFAA|of| EeoRAbE =9= 20229 5€ Tn] FAS|RO|A <A
FE9, T8 99 AfE ghn] FAAAHZE AA(EDSCG) BljollA] nl=to]
AR B85k thE SPgA] AT o] == loH, 11 o] o] FA] A
S BoliAl sk Qlk. o] gt ‘Afo|u] EFFOIR &L Fhu] o] Ato|H QbR
9| 43t 8ol digt Q141 FReiths Hollde 1FHoltt, T2y g+t
ZolA QEsta Sl AfolH oJR]9] Riprt AA AikE B7] flsiA= A4 €
A Qe N84 =9ir= & o MRS Bugt ZeQlo] Fasitt. E3] Ato]H
Hope] 173t Aoy Zstsle wlw] x| A, qhulA Akl vl 55 1L
23 o, 1710] Fuht Bggt £A4 Al71e]a, B FS85Hl= AtolH FopollA dwf
U 83p7F gEAol disixe wdst AE7F asit

SN
ch

Of

I

[¢]

LFERL A2 AA Aol Hgt sHAS] =Y of HiFo] & uf, TS g
Aol QFE FHE2 AE4R] "HE(punishment)ol| 3t A" 7] 7|Hhe FaL
. o2t AEAA] el 7IHke & olEnt UHEAE olu FIAIEE, Aol
B AR 5] 42 2Tt oR9 ®olete 4HA avte ke o AR,
AtolH QFHEL Fope] A4 AAZ 1 a3E At 71E o k& Zlolyel disiile

2ol AlEH. EEAR] Age] ZIHiA™ 27] AfelH =2jo] wlgiA], X oHA|2)
AT BF2 23] AeH R|9] “HEHFEE 0= V=] At o7t oA

4 Aol¥ ] =A19] 7|1EALof| tigt A7E+ Erica Lonergan and Mark Montgomery, “What
is the Future of Cyber Deterrence?” SAIS Review of International Affairs 41-2 (2021),
pp. 61-73, DOL: https://doi.org/10.1353/sais.2021.0018; Aaron F. Brantly, “Entanglement
in Cyberspace: Minding the Deterrence Gap.” Democracy and Security 16-3 (2020). pp.
210-233, DOL: 10.1080/17419166.2020.1773807& = =W 4-2= WY, “Alo|Ha2
It Aol AR FAPFA]: ALt 22 oS SHoR” M7bdEh A2l 33 (2015).
pp. 37-62% I=x
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A% (deniale] O oA’ o] FRUIE Hek. 53] Aol FH9] L83 B4
2 vigrom she TAd Qe W ofae] Wik, AY A(attribution)?] B
X, 87 FAS 25 el tepy 5o BAZ A, BAA0] B8-S Bateks
Aol BT Bt olet 34 A4S YHHO R ARSI Zo] Aok HEe],
HEOJX] RS Aol Holo] 8317 ASTHe Zo|9let”
o] 22 Aol oJx] Y] =07} 70] M85 ol By FEA Hol
Shehan Z4RHCES AfolH Qb Hofol 01| o] H8e] ofgle AL A
ek Aol¥ ojx] Hek ARt -8 AL ohch 257 Wag AL of
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Stehe Edid Ao diek vl FRAZY] ARG TFEte] 28]

DA At kS 1vleks ‘AtfE X' 9] Jfg o= thRolof Fith Es| A
& AlolH Folol] A&sh= Zlo] 7RIS B TeAR WS HolA, Ale]
H F719] EAE et fAshale A EBEAA A1ZF 9] ko] H st

o|3t Weto A o] 22 Alo|H otH 9] “ESFR|HTHComplex Geopolitics) ol T

5  AolH 9r|9] ‘HEEHLE 0 Michael P. Fischerkeller and Richard ]. Harknett,
“Deterrence is not a Credible Strategy for Cyberspace.” Orbis 61-3 (2017), pp. 381-393;
Amir Lupovici, “The ‘Attribution Problem’ and the Social Construction of Violence’:
Taking Cyber Deterrence Literature a Step forward.” International Studies Perspectives
17-3 (2016), pp. 322-342; Bugenio Lilli, “Redefining Deterrence in Cyberspace: Private
Sector Contribution to National Strategies of Cyber Deterrence,” Contemporary Security
Policy 42-2 (2021), pp. 163-188, DOI: 10.1080/13523260.2021.1882812= H=.

6 AlolH| JR|29] o] L5 HolxAk= fARE BAAIZIZE Uri Tor, “Cumulative Deterrence’
as a New Paradigm for Cyber Deterrence.” Journal of Strategic Studies 40-1/2 (2017),
pp. 92-117, DOI: 10.1080/01402390.2015.1115975% Z=.
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ot A7k F8sto] A8A] oA
Ndsks Alestazt giet”
oA & Ato]H AR FFE Halsh= Sgo] WEo] S-85E e Al HgRt
ARE FlA APEHAED E3] nl=9] of#] Akt weiste] sl 2 7idEo]
o "ot dIE S°1, 201849 1] FHFO| Ato]¥] =R A4 Wol(defend
forward) 7Nd< BalAl Atold] 29| Mk vjdE Juslols Aleg R}
20209 3] IZHE ‘Al 7t SEtEls 19 o] HiulAE ABTIE=A] Al
B ZoFe] 542 "oll7] ffsiA A5ARl A g o rfE o gus F4sH
‘F94 AtolH] A|(layered cyber deterrence) 9] AR A|QtSIRATE Y 20224
o] o] ol AARE "S- A(integrated deterrence) 9] 7iE 5 Ho}
Sk ol AAAEY] 7] g & wkdst=tl, o714 AAIE BlE(resilience)ell
ofgt AX Aol 5T "art k' ol nl= FAYIAEY] BAYA
2023 3] W3 u] wiolho] Alo]H QtRE Ao 7hA] o]ofzict
SAIME ol2et 'E-5-82] A4S o ® 54 ]l HEX|Q} 7o
A g9 ol A FE ol AleEol AT FFARL AlZtolA] Ale]H
4A19] 7ide IRt £AZ Lo](Joseph Nye)o] 2o A T8 o2 skxjo] A7}

St ol§ BolA ‘AF(entanglement)oll 2I3F JX|" ‘I F7](norms
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19
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fo

7 ‘AlolH QO] Efx|AsY of thsiAl= /N, TS At IS Wl Alo]H QhE.) AlAY
2|9} okt (@ §hE, 2018) E8] AR A=

8  o]Hgt /dA 3-8 tigt s1AI9] =2l Lucas Kello, The Virtual Weapon and International
Order. (New Haven: Yale University Press, 2017); Erik Gartzke and Jon R. Lindsay (eds.)
Cross-domain Deterrence: Strategy in an Fra of Complexity. (New York, NY: Oxford
University Press, 2019/ &%

9  U.S. Department of Defense, “2018 Department of Defense Cyber Strategies.” (2018).

10 Cyberspace Solarium Commission, Cyberspace Solarium Commission Final Report (2020).

11 U.S. Department of Defense, National Defense Strategy of the United States (October,
2022).

12 White House, National Cybersecurity Strategy (March 1, 2023).
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and taboos)°l 9§t YA’ ‘EZH(comprehensive) HA]," ‘Z&Z(cumulative)
A%, ‘ZH&(layered) AA], FFHH(cross-domain) AA]," “HH collective)
A 5] 7igo] AfolH Qb Zofollx tieFstAl A= ]I of=’t A1) A
oA B, dA A3 AL o& M SOl &3] ol shE A E2AY o5
tAlsk= /g st B F7lete Al kiths, o /S okv-E2x e T
(meta-frame) & 7Hdol= AFHoA A2L /SIS AlLske o Ut

olZgt EAIAE HIF O R o] 22 AT HEt T AS sk AHAoIA
Zdko]l gt 244 A](cumulative deterrence against emergence) 2] 7id
= AASHL, o]F Bl BA ASE= T AfolH QHE FHE S &6t 3F
T 2 o] Hlth A2 Aol X9 7S A-&3fiA B, I g A
ol FEAHL A A7IE THHEY +E2 oM 1L WIS AeA 28
Ta7F Utk 55 Frdof digh 212 A9 AlZoflA HH, 3| Afo]H QtHE
G2 ASH-55H-1L5Y 7 S0l Aot RtS RSk AHdoA AR
S FHFAY, AFIAE B olgAR, HEAXE S WY
gk RS MRS Ao gttt A AlolH FEAF A

A9 A2 oA Sl AAHA YAHelALE FEAR] H =]

e
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13 Joseph S. Nye, “Deterrence and Dissuasion in Cyberspace.” International Security 41-3
(2016), pp. 44-71, doi:10.1162/ISEC_a_00266: Jacquelyn G. Schneider. “Deterrence in
and Through Cyberspace.” in Erik Gartzke and Jon R. Lindsay (eds.) Cross-Domain
Deterrence: Strategy in an Era of Complexity New York, NY: Oxford University Press,
2019, pp. 95-120; Jon Lindsay et al, “Cybersecurity and Cross-Domain Deterrence: The
Consequences of Complexity,” Journal of Cybersecurity 1-1 (2015), pp. 53-67,. DOL:
10.4324/9781315225623-2; FErik Gartzke and Jon R. Lindsay, “Weaving Tangled Webs:
Offense, Defense, and Deception in Cyberspace.” Security Studies 24-2 (2015), pp. 316-348;
Erica D. Borghard and Shawn W. Lonergan. “Deterrence by Denial in Cyberspace.” journal
of Strategic Studies (2021), DOI: 10.1080/01402390.2021.1944856; Mark Montgomery
and Erica Borghard, “Cyber Threats and Vulnerabilities to Conventional and Strategic
Deterrence.” Joint Force Quarterly 102 (2021), pp. 79-89.
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HREE] AR FA ] A 201390 20149 F &S] AASIEOlA AtolH
AEHHS F2 ofing= R FAA =2E THAR 22 201549 10E 9
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ZJRolM E9 2] ARl Aol QPR Eobg 2ol g9 2EA 5
BHAE S5H tAlE PEE EAch ZAR FF FAIQ1 20219 59 jhi] A

{o

Ao A= AlolH] -5 59 FHoA FEHS Aslel7|Z L, o]F gt 71
Sha) A o] YIEL FAISHY 2021 9¥ A oIS AT} SA4YE AR
£0] 20224 5¢ 29 3] FAS| oA = Ateld] Z7tolA] HTiAlE JA], 7]ut
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A B35, 9F 18, AgAlga 73Sk 5 o2 olere] Tx27F A
ofdfol| = Jhu| AfolH QtEF=L Tt FYAT A, AH1F R EY
A, BB 5= SN A=A ] FHFHRIR(2011)014 Aol 54
AP 9t BT FES PARCH, o] SR ZF IA/CND(Information
Assurance and Computer Network Defense) 24 A|A(2009), §h] At
ARGE ZF FelizhAl A A(2022) 6= B3l @YY 78RS nHARC. S, 3| Afo]
HYZLF(2021~), 1] AP HAHATA2](2014~), TH] Ato|HH o]
3](2012~) 5 AtelH QHE Fofo] M HOJHIE F5taL, FAlo] §Hn] QHEH |3
9](Security Consultative Meeting, SCM, 2012~), 31| ICTHHEZ(2013~), St
1] JESAZIEICT)EEAE2(2021~), EIF AlelH 99 S g AR &
(2022~), T1] S7IREEIYSIINSC) 7t 4% A nHA2022) § o2 29 2]

HYAOA AtolH QtE o]frE =23 it
o3t 7|F= T TR oA A7|E AlelH JAES FSiM F H
TFASkEE Fdeltt 2022 5¥ o] A2 Al SR ofyzt i} ujAb
& ESo] 7RG B HF0] ol ARESto] o] gt

me
ol
9
or
1
[o

|

3t E8E giE o] WPIE it ok & BAS 71 o]E Ald Yof 12
59 A A A (Extended Deterrence Strategy and Consultation

Group, EDSCG)' & A7Fs3s71& gHolstoih.

L

14 A7, 2022 s3SI} AlolH QEE: AR ZI5HE st HEFe] IA.” =7 REE AL
9 Issue Briefy A361% (2022-05-31).
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olo] oJAsto] 2022 90U B AR G| “SFAAULGA Bl 1
T HQAS BRI 7|2 thit BPYIA] B ol Afo]H] kRS EFIehe

S22 B9 i oJXS PSRk Atol AEA AFSch FHHARAA F
22 5o] vAlY thg St B BE S thoje) A% Hol B Aol
% JolAe] A4He S o, VA FEE FA WIZ Pk o
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SHH|REE H O3] 9(SCM) F-5mgolA= A=t
g A HIAA ] B 8L w|=e] 2eiR] o] M SHE AAleFEA, <
o2 HMAE 7129 A A4 - vArd o= R E TS JAHAA AtolH - -4
A7) S A2 Y sEoR ST AdS wEH

2Rt A7 IolM =2 9 2A] Jige Aol Zopol| A5k Hi=E
HAT. i x| 9] Ao A A A AtolH pAY e T 2= 7] st
AtolH QI Fof JtulsHS AefstAke Aoltt. o|FA Atol QIE Fofof 3 of
29] Mee Aeste Al FWHo R T =T 35 AA, & ZAJ A
AeHd, 33 vAIHolAA, e BE Soll thet =99 AgAlolA A7
2R 2ol A5 et ofFA FefRlgke e YoM Aol FEE He
AE2 20239 19 =05 JFEIOIAE E2ETE Y SRR duba oz v
=] =ofA AlFste AL Sulsh=tl, #7100 AlelHE Aogzlttal walke A
< PIFH DI |IETE, 5ol B 2 AlH TS HigeR oA

FA7F ABENF7 1S doks FRF 7Idi7t wrge Aol=al & < . ot =
2 202349 4 vl A€ DCoM Ed o g3l vtgH ], $] %

15 5, 9o ofgt Wt 113" 1202349 8 AF XA, (2023-01-11). hitps://www.
korea.kr/docViewer/skin/doc. html?fn=3b343d5508949dce5cab8b86724ff5af&rs=/docVi
ewer/result/2023.01/11/3b343d5508949dce5cab8b86724ff5af (AAY: 2023¢ 1Y 28%Y)
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S1L Aol 01X\ Tt A oJxo) Lol ofsfat WAolekE & 4 9lck
Aol Qkz. Foko] B4, oA Ago] TkHoR A AehA Lt X
Hoka] AARE dolAl BAo] 74iA)7] Mol w9 Thgak o] 23] o F2
I S gck. o] 2o| skte] AIBHE AlelH oAt AaAE BI] SPIE F
o 4Estn AL Lol Wastthy sk olgolth

16  James E. Platte, “Toward a Joint US-ROK Cyber Deterrence Strategy.” 38 North Commentary
(2021) https://www.38north.org/2021/11/toward-a-joint-us-rok-cyber-deterrence-
strategy/ (FAY: 20234 1€ 179).
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2. OIF FE M|t Ofs SY3 SBoXIZ

o)

qto] AloH] Qte FHEL 2T TR AE dofohe n=o] PHet At
Ao] 71 oulE AyZksf Elof gk vl 44 E Qe -HjE g A9 sHAE
B2 7o AoH QEEHHS AFPskaL Q. 20149 2jAlore] HHHE W o
HENATO)= F¥A A4 Ad(Wales Summit Declaration) < HHEI=T, A
ol#] Ao tisiA = UE RO A529] JeQtH 23S A&tk W&olqith
olojr 2016W 69 YE 3¥F FPIHEL ‘Ato|HTolFHKCyber Defence
Pledge)’ AHehZ So14 5 AFeolA Atold] FZ0f| 35 t-gsHlth= A& o
A} ESE nj=2 ‘A AloH QR mtE LA (Quad Cybersecurity Partnership)
oA AAE AAE FoiA SlL=ET T AtolH QEHE Fofo] F oM} AfolH
AP 2HE 9 FEHZ Ilot= kS BT 202149 109 V=2 §4 &
ofAloF 3001 A= AEE ‘=Al Aol HES UM EE(CRI, International
Counter Ransomware Initiative) & TEZA|A Z=9] 4] =}, ofvz] 4 B4

71 5= =Y A0 T4 A

=] AlolH bH FH PHE HojF= HiHAR] A= vld St njde
20134 “APIHL T AHMAT IF S FHS F AEH 0= AloH FH o] High
=95 APt 20159 =Y FARIFOlA defet HFHAR(U.S.~Japan
Defense Guidelines) 7HgtellAl= Aol PP S ZAZ=T|, v=2 &
of FAAET} =7} Z7|HEAlE] gt AfelH FA0] Hl-goleS AU | = oF&T
ok o=’ Wl m=te] ¥ S5l YEo] A o® Alo]H QFH o] o

p
P

jrt
)

(e}
T
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Z

17 Sung Chul Jung, Jachyon Lee, and Ji-Yong Lee, “The Indo-Pacific Strategy and U.S. Alliance
Network Expandability: Asian Middle Powers Positions on Sino-US Geostrategic
Competition in Indo-Pacific Region.” Journal of Contemporary China 30-127, (2021),
pp. 53-68, DOL: 10.1080/10670564.2020.1766909
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2 7353 25t ohjel, Qo] miske] Aol WS le] FIthel o] Aol o
£ BApHeThs ol H29] ‘Ajo]s] 94Fo] Uio] MUY W% Sk
ol 20199 ‘RO A5% WASIA] Afels] FAo] HatE Huw

ot ol 1]Q Qo] YRR Aol s st Felt A

(¢]

2 ot} 202349 19 BHESt U] TEAHoE n]Y 2L IJEENIZ 5}
o AX|HS AT Aoj2tal ge|HA] Aol FIE AR o, 22 2o g™

T 2423]9 oMz vl FEEF HE Hide = sie Wlll® 9

U= ofeh QI -Ef i X 7k Aol¥ IEFHS AJostal Sl
20119 1= 55 =2 WALANZUS) o] AolH g1t #8842 55 Al

Aste] el 7|k viigiow, e a2ds]o(AUSMINGE &4
A|&2 07 Aol QIE o]3E =05l u]- & Alo|HARGR 7t FEMIEUY
Ay 5 o8l 7HAE Ad4 FqEe ASety Ak W vEe I eAx
(AUKUS)IINE 55, = 53 AFAs, FAIE, Aol R Eof e =
oJ517] AIZFL 3 u]=S 2021 8Y w]F-AZFRE AlolH FY FSAAS
Adsto] FA 2E AfolH FEFE BWAS AESET, ol V1€ F= Y
g2 AfolH 9] okz SRt A JufRitt. o] YsiaA Ade T vi=
71 EE Aol QHE FopolA HEFFET ofet s ERoIAY FHS T
Sohe 3, =) BEUAS A 7Ed dE 2okrs EHisiglt

ol vl=o] PE= L TUAAY FE= FHFSKAL Uk 20224 1] =Y
7o =gl A AAE FHAAE 71E vl=o] ke T ZEAQ +
=5 HeR7IAcks A=rh g3l Aol Q- i) X9 F2 FAREA

18 U.S. Department of Defense (2022)
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Aglo] A=tk n)5 0] S 2 A wske wolsl] @ ZolL, nl%
o] FBL Fo| AT YT PP Foleke Jlolek. FFAXY Aol
28% ol FAHholistic) MHS PABIE F3o] FAHO wrhss
P ) S50 BAK o] GAU BA u] YR ofx] Hilo] FF SHe
23t o) ol Tt B Fol Fo& JlahA FERTH: 4ol
YA XS §A AP 9Iek n] el Pa £a W FEL el

Az 2A A710lH, olF S AR ZAO] thet ged AR ANdske 4

)
19
(ol

Ag 7Rt
20224 v] Fuo] SRS BRI Bl a0 FA4L X% Ao|
oh A3 9ok 853 v Wols UL, S Ave) 11U 247

o RS Aold] PO HItE F o TTH S| WAL B 5
Qe vlso] G} B HBAQ) mAo] YA Aol huFS B 9

L 371 20234 v Wolze] Ajold oke HolHE Lrebdth) nlEke ) o
A AeAo] chat el Bt Al 7, i) FA SV Hape] 33, i)
F3 TEUS Ash] 913 v GF T, 1) AAYE B P9 A

19 HEE m=e] QT -efeF At e ARt A AlA ouEiA.” =T E,
7-2 (2022), pp. 29-58.
20  White House (2023).
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S P Zoke] Y 7%, v) AR, ARUACIY, £971% AR AEA 5o
ZuY 3EY O 8 59 ASEEL ANt

R, H1FE R FFY AolH JFS G R, AL R FYR
SPEY 15 1) FE 59 YEYI] Folricks Shol Heke] o]
A ZA9S AIL gt ool Hla] e B Aol o] 2HS PR nj
o] gtell WA OR AT YIS S AR A Aol g
5L Jstel Zagle AT o714 AL ule] AN EFelX
of =30} ghto] Z|chsHe BolA) 7]ute] Gl Alol okx FEe] A= U
U gohmo] Zolm, § Uopr}t Anht §7)208 2gite] B4 Holdk
olefet wetolx % u, g] Ajolu] qhw SHELS R ulo] AR gl
Aol o)1) LAY 0] Aol S AT AL, 1 Hol g shasleiis oA A
Asjof & Zlolck. ] o714 B3] o FBY AL, T gHe] T Aoy
Qb SR o] AP Gl AolH olx9] maglo] wo] AAskL Y me
QJurt @aspl MUK Aol E5 o] UEsHe ndYe X2 HE
oJx]9] 7ol Yztshe Aol Ark o] FAT. olefet B4 wigow,
ofsfoll Al o] AAISHE AlolH] ox|e] mA|gle] BAZ A7Iske AHoIA 7]
2o] Aol 07| e AAHOR BT o] vt ARe PSS A
sha gt

21 E8 I=9 nE o] AR T AlolH H1ge] AL A Mol it o7l vlsell
S o] 831, d=ole HPE fdo] S/, 2T J3A s & = fle
7%go] ABIAL Q. = E3 EukFold 5ot Aol o] wiksHA Bhesal /leH,
ST Aol {1l digt eh=o] Q1A= Hafsial itk



Aol AAX|Q] MZ2 7HFst: “3H0| AtO[H] Ot SWE'O| HEH M0l Z&bh

M. 7]1& Atel¥ =] 7Hd9] of3]
1. AoJH] IX|9] 4| JHX] HFHLIE

A= BHE BHTeR® stojg AHAlo] 7|dishs ojEt Hlgo] 2d Aol
LA gogH ofd P50 S ThdA sh= A= HoH? o]t %A
5 HAYEL 7|22 02 AF )X (cognitive rationality)o]l 7]8HS &
<, 71E Aol gA ES RS AN E8ske AtHle F 7HAlelth
ol IAIA R BE-o] AU & Fdh= 7]E(reference) UHl, 5Ol
T= WA= QA Aol W8S T SE=Y, ofdE ‘o] ARSI £A4
oltt. & shte HlE-ol Aol AEshe Filevel) o AU, RS
o) oA wEOIY, o™ F29] ol Aol ol et F 7HA] S|
= Hd AlolH 7] E2 (T™--DollA B viel ol ¥ 7] 2= Wrol

olefE 4 Sk

L K
2

rir

]l

i
(]
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22 Nye (2016), p.5; 9A] 7ide] disfiA o AHE Y 4099 Glenn H. Snyder, Deterrence and
Defense (Princeton, NJ: Princeton University Press, 1961); Robert J. Art, “To What Ends
Military Power?” International Security 4 (1980): pp. 3-35; Robert Jervis, “Deterrence
Theory Revisited.” World Politics 31-2 (1979), pp. 289-324& &=,

23 AlolH 2x19] A REQ] FEo] sl tekst Aleso] et 2o EAAIEE N. J.
Ryan, “Five Kinds of Cyber Deterrence.” Philosophy and Technology 31 (2018). pp.
331-338, DOI 10.1007/s13347-016-0251-1; Cyberspace Solarium Commission (2020);
Alex S. Wilner, “US Cyber Deterrence: Practice Guiding Theory.” Journal of Strategic
Studies 43-2 (2020), pp. 245-280, DOIL: 10.1080/01402390.2018.1563779; Lonergan
and Montgomery (2021); Lilli (2021); Stefan Soesanto. “Cyber Deterrence Revisited.”
Perspectives on Cyber Power CPP-8. Maxwell Air Force Base, Alabama: Air University
Press, 20225 =z
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Qag-1) Axe /Y 1=

HIg 22t ofo} 7=
#oIRt 27 =0 ofgt o] HHs0f ojst ofx|
FEH 2% ol gt ofx| e120] ofst o]

A, “BEl ofgt Aol oA 9l ol BEFAC| FHsHo] Y]
08 WA 3L WA Lol shRe Adoleh. WAl miske] sieke of
25t o] Aol 78k R gk, Hol ol Aol 7uke & Ao]H]

9 SRAL. Z Aol BAL ST A= el mo]
Fel9] A R3PSk AL uatskAs Rolet 20124 109 el o)
£ B Aol ‘Aol At g Qigstel olzke] Aol FA] thald A7)
AHEAE, 20219 79 % wolE ] thEHo] 5] F/PIRIHDNDOIA Ao}

Bl

-é—l_

AP A AU gAIstel AAH O the
SH Alold] LRI S T4 Fol ‘Aol¥] BEClX] B9 ARgeld.

ofefet BECIX] AL FAE 50] At X9 Heolehe A TS
o ojx|9] Fjge] WA o BeAH Akl EolE o5
3 WESE S402 e Alo]d QkR Holol Ttz 285 Eashchs
Aol AV ek, B8] BECXE Sgeke Hlols BEY e Agsks 7
o A% BAIH, Afo]H kR Hool A BE| thS SISk L AU A%
She gL SAolt ARl el A9l s & o Bslcks Hol £A)
olt}. olglol FAZA|Y chopy, T thelel o] BA|, Vb Ad(alse flags)
o g4, 43 H0] YT olel 5L ol92 Aol FAL Ao w5t
Ak Abgef) Shelgeh AL 418 o] oluict. olafst FA: 19904 S5 27]
Aol o1 AToIA ARISHA A4 Bt gk

ro
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A, 7Rl Qe AolH fAI'QlH], ol Wole} SjES] AR HolgoeH
A8 BA Aealehs HAIRE Ealste] S4AY] GRIE ofixFE AR N
goltt. obe] E7tRe H' oz 34 FeAl W e EEA oAl
£ ZIAIA Aol 54 AAE offl SEA7IAR= Zold. S E01, 201590
22 FAeheEAE0|A(CrowdStrike)Zhe Pl=e] WIZE HEERF JA7} 32A
Q! Mtj(Hurricane Panda)glyl B8l 5= 3)A 159 342 #xa AAHTt
AL . o] AAl oshd, F= s IEol A4S A BlEe] Axt=
AMES AL o]de] §4 Al wf A4Sl gHIRE ARG B8-S ALESHA]
201549 1€9] Aol £42 Z7|EA 54 ZH7E /iHl 348 Z7I5ks
e FEE Ae Hoea gok?

AR 9] AF HAUSOIM = 3AAR] HE-0] ALY o] 3o Hufl= Al

1 a7t Sa% Wpolth, dlE 501, Al1d avte] Asigolde A4t 7
< 99, Aol ol I, ALAA AU 7], ADHES] SFAA 4],

t £0] A, FL W 'R0 £, FojE Ioly miA] DA 52
A&, A £ Ae-A 71e A, AER AdA A w1 £25- A
o] AH] 55 HolF= o] /3Pt 2L AolH Z]golghs IO & o,
golo] Hls FZ0] Y=o Felsirhe ARo] o3| ARdA] Jde ¢85t
< ° o] AlFaclos Aottt A7t Afol¥] A Afo]H 7)o F&etk &
A, 2= JIEH9 EEEE SRt AX Ao e duiet 52= QlsiA
AtolH QtHE Fopof|lA] AR} 25 YA= HH o S5 Yok

A, AT 2Rt AfolH AR, o] AfolH F-2o] F2 TRt ofzt

X

24 John Arquilla and David Ronfeldt, 7he Advent of Net War Santa Monica, CA: RAND
Corporation, 1996.

25 AR (2018), p. 207.

26 Tor (2017), p. 101

67
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2AR AAOAE Wohe i 5 olo] B0l WAshhs E42 ealAe
Mdolt. =oAL ARkase] FAHHolZA XA
Fdolth ) tol7h Wele At T ofd, ‘2lAde] B ol g Sol, &
3} wjfe] ke TaHQl A4 BAS SN el 9 JsolEelT, Sol

]

ol FZoAE ==Y A2HS AlTshs 71Nt A=} HIEALE SR

=
v
o
=2
1o
%
>,
N
>
(i,

Eg 5%t oAl 728 AEche dA viiEd s=3oR dF dEe
A T EAE WG A oA ol R R oA

o Mo AFAK|= BEAR|e} AF4|9 F o] A 3t FAME vl
= U7k AP 2ol o3t AR ke AT Hke o] 42
WAL FHE =+ A= F7FE AelolMy 288 = e 7HdolEhe HAE A
dot. o] Aot 44 aF olstl HEdl 3= =vkeclke 85 g
Ch= Zofot. Eeh FT FAIRMR o] wigoflM AgHe, olgst A=oee] 77
oF @2 AR wAUSC] A7t obd FUI R AE sk Qe U8

HojZrhs Hold ARolX Ade] 4 AAE FAA she WE §A Pk

rir

ri

27 Nye (2017), pp. 58-60.

28  Soesanto (2022), p. 13.

29  Brantly (2020), pp. 210-233.

30 Henry Farrell and Abraham L. Newman, “Weaponized Interdependence: How Global
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Zog, ol g3t Aol oJx) e, ol B FoH AL 4 UL o]
Fold PR BHL AL v18-L RASPARE Agolet, AR et ozt

TR, A= S40] Jolof s AREA] el o
e 34RO Bl &S Fafohe 24 &4 S W8 o= siA Asshe HA
Foltt. Iy AFx|ehs g2 A9 250l lolAls 24 Hr A
A& o] ST F ojof gtk gHA, o]t 78 A]9] 7d2 F7](taboo)oll
Sk oA B ‘F/HA A F7](naming and shaming)ol] 2Jgt AT Qe U3
T AE Eof, ekl AT BEAolA ol- Fdi=o] RS ARESto]
ofamZ Aldste thY, ol g2 3R 7] T S fhltelke 2R
71 Zdh=o] Bk iRl 8= WAL Aotk AlolH oAk ol’t
o8] Rik= FEEA olstolA sk AtolH WL HP FHE TEAII

¢

re

AR Y] M2 AlolH] FZioA FA S FEctEE N YUY kS

SolA Eua et AE B, flolA 9] FRAEIEIEGGE) AEE 97
IFOEWG)Y &5, ¥ vlwd(Tallin Manual)®] vHd 53 22 =82 =4
H- S Alo]H QHE Holo]] H8slel= AEEC]rt. ol2fdt A HAS A
ol TAL A3 YntAZS FEFro 24 AloH Z7tolAf o] ek 9o of
of Bt vl 8-S Faohs A BHOoF ek oldt kg FoA] e £
(Due Diligence) 9] 975 FistotelE Alzol] 53 a7} et ol Alg
o= AlolH FAo] A2t =70 AUE Eol Aol 9 A5 A=9] HU
Hofl wet Aoty BAISHES Rl O RA R HA|e} wWol &

Economic Networks Shape State Coercion.” International Security 44-1 (2019), pp.
42-79, https://doi.org/10.1162/ISEC_a_00351

31 Nye (2016), p. 60.

32 Soesanto (2022), p. 9.
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rir

o} ol JlEAdo R IAMA Ao EACIA, Al X7} g0
A9 WAL H Fle} geshe duAolw HAS HoRE AAEe

o3 gk

|

e

2. ME2 AO|H 2X| 7HH9| A=

Qg Hl2A Wslelal e AlelH Y9 SALY EAAS 1T o, ol
oA A Ao 2|9 Y] 7FA] HIAUF FollAl ol SRt Atold] z|9] A
g aE Bojule KU el 2 S {lrk ol shuhe] ideRt ojEsto]
Alokg FA A7gelA] Aol 2] Ake AEgithd, 11 53kE AHE B7|% of
2l& Bt oflet 95]8 o B AZ w3 Sk Atk TEhA ofF Zide] AlY=
AR HAH JAE olgfslal o5 HF offEx ‘EFZ(comprehensive) Y
A3 AEE IIshk=s o] TRt ol floii 4 st AL 7|E9 A8
AAE B Ads ohE AlZofA AtelH AR]9 7igE olsfistel= AR uRRIE

o X, T Alo|w] Az] HYS JfEtelr] YA A BE ulol= 7} of
o Qg AMER viol=h waste 8 ojxjeh 2o Afelw X AW By
£ AR A Aol ohuiet vlwet AEE AtKrestrictive)sHs i

Jo = o]afigfof stk 8-2] EE2(Uri Tor)7} A|Qkst ‘=& A (cumulative) A 71

33 ‘A R d9] W0 tigt EAA|71 2= Scott Jasper, “Deterring Malicious Behavior
in Cyberspace.” Strategic Studies Quarterly 9-1 (2015), pp. 60-85; Aaron F. Brantly, “The
Cyber Deterrence Problem.” in T. Minérik, R. Jakschis, L. and Lindstrom (eds.) 70th
International Conference on Cyber Conflict CyCon X: Maximising Effects. NATO CCDCOE
Publications, Tallinn, 2018, pp.31-53; Lilli (2021), p. 166; Joe Burton, “Cyber Deterrence:
A Comprehensive Approach?” NATO Cooperative Cyber Defence Centre of Excellence
(2018) https://ccdcoe.org/uploads/2018/10/BURTON_Cyber_Deterrence_paper_April
2018.pdf (AAL: 20234 39 24¢)= F=
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oA grethe o] TRRIE Hoks, 34U vl2A] ddor 57 Ao
gk BlE uRRIE'E v oR JidEofof et} 202219 W] =R-e] = Eo]
AARE Sl resilience)oll SRt AA" 7@ whz oj2et nRI=E =313t 3
EgRle 4worA s EEtE AU, U, TE]al e 35S
FE HoFAR= 7], ol B3l AelH F40] F oloe ARTIt=
HolA ARRS] HE = Fdhe B7F A Ao]H FAolghe Z2 oz 9
FAA7E 7] g2o] S4E2 Fofl IS EE] Eshe o] © Sa%t 3iY
d & Avkes Aol

o|FAl FAHZolaL FFH JA] Aol A= TIF 2| S viger A
Neolof 484 avE & 4 At 71E2 AelH A] A7 Al 7 FFe] o
FdE AEIA A TS A, vl 25]e] YYe wot AAHE TAtelH
31 EEle 1997 202090 Wl EuAe 9594 e = 594
(layered) AtolH] A"} 7g-g ApAIS] Argstal Q. o] Bl HE-7F
Tt AR 53 o] 7120 AXEAE Al A EES dAlH R A
P, 2 9 2 v AA dAUSE 7Rssted, vlse] AlLge ke

£ AtolH §Jol disiA “BAlZ o] (concurrently), A& o|H(continuously),

aly

Nt

34 Tor (2017), p. 95.
35 U.S. Department of Defense (2022), p. 8
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HA A 0 Z(collaboratively) t-&3floF gHkal AAstATE

A, 591 AR g A ‘G YA (cross-domain)’ E= TG AR
Aol FEofof gt} AfolH ARE B O R 755] floiAl= AlelH &
7te] =4 Zgofrt =3td Aol ofyzt, &-3f- 5 AlolH FXtoA 9 T
o AP (multi-domain operation) & SolA i, FE, AL FA, 28, HE,
W 53 T =719 F Ak E8ok= Aol st Aol ot
Tg e 2A19] 7d2 AtolH FrtoflA AR LIF YA oo Hf-3-5t7] fishiAl
= AlelH J99] AR2RE L HHRAS FHY YJARE HojFoof Sith= Q14
< vl 23 Qirk Beo] wEbis BE FY9S ofeTA, 382 SAHCE
ST Aol f1Fol tiSsHlte RIS EolFAks Aotk

Zog ‘T (multi-lateral) A= AlolH x| APl tlFAHS HojF
8% 7ot 2022 B Y] A NEE S =7 HERt ofy 2} of
2] Y27t Atk At (collective) AlelH A 9] &84S E5H5iH.
o= Alol# 2|9 FAZ HSiA= vl A U = oY, F8=olY
BEY 37HE00] FYS oA AlelH x]o] aE AFAths oAE £
A= & 4 Stk AT B89 EHAIE tdslsta 11 HE S EN 54
29| PAE ofFA & & Urk= Aoltk. ol HH JA7F ks AF7] flsh
A= AolH 7ol A9] A Eet P 91Fd(shape behavior) & FH#HE T 7Y
npglo] FQsith= Ak Fstar ot

a4, a2l Aol AAE AsiMe off S0 24 AdEHE 349

)

|

[©)

¢
ut

36 Cyberspace Solarium Commission (2020), p. 23
37 Jon Lindsay et al, (2015); Gartzke and Lindsay (eds.) (2019).

38 Antonio Missiroli, “The Dark Side of the Web: Cyber as a Threat.” European Foreign
Aftairs Review 24-2 (2019), pp. 135-152.
39 U.S. Department of Defense (2022), p. 9, 14-15
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A New Conceptualization of Cyber Deterrence:
In the Reflective Context on the ROK-U.S.
Cybersecurity Alliance Discourse
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Seoul National University

This paper attempts to refine the concept of “cyber deterrence” in the context
of reflecting on the concept of deterrence on which the discourses on the ROK-U.S.
Cybersecurity Alliance are based. The recent discourses on the ROK-US
cybersecurity alliance is based on the idea of applying the traditional concept
of deterrence to the cybersecurity field. However, considering the unique nature
of cyberspace, the evolving U.S. deterrence strategies, and the future of ROK-U.S.
relations as a whole, these attempts have limitations. The concept of cyber
deterrence, which will be used by ROK-U.S. cybersecurity cooperation in the
future, should go beyond the simple- system idea of applying the concept of
traditional deterrence and use a flexible and integrated perspective considering
the complex-system characteristics of cyberspace. Based on this awareness of
the problem, this paper attempts a new conceptualization of cyber deterrence
based on the conceptual work carried out in the existing U.S. policy circle and
International Relations. In this process, this paper proposes to understand the
concept of cyber deterrence in the dynamic composition of ‘emergence and
feedback” that complex system theories have provided, and presents the concept
of “cumulative deterrence against emergence” as a kind of “meta-frame” that
encompasses existing concepts of cyber deterrence.

E1Q: 20233 038 28% | HAI: 2023F 043 18Y | MARIEY: 2023 058 17



