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ae 717 z:z 4ZE0), AR, THFY), WAHIAFS] SO tiHEE =4
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Apole] QEEO| Z7pE A o thE ARbAQ] =o2e A4, WEd B3 2T W
f: Afou RO} A|AG 2|} g, (wh B, 2018) =3t

2 o] oA i ALY ARFle, AL T7PF 45 Aol Fshe Atolw ghEAdRF
o Aok, FURoEA Agac) AAAHAS PO YAT H AR Y=
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& vRRHEG ol A7k Aold ehnel FAFUL B FAY o

A 23 9k FARIFEINT T 4 Urh? TS A3 Annd o5
Ul AR ARl A el 3 PER JRE ST B4 Kol
Eo}, 7k AR AolH ohuel Eelng FAHEW, VAW, A
Pohad] SO 247] tEA 23E Fol Ashed, A 45 FYRE P4
& Mol itk E o5 U] 44 Al Y] BARY, AaFe, TR
WAARY 5o gusl FARR IR AZlH B FAFE B o)

o AsEY ANE HoiFE A S|/ = st
24520 Afolu qhmeel] et HlLEA ] AT ob&l7kx) 18] Hol M
A EYe aueh WY ATE F2 0] F - D - oh 2 AR Apo]y]
QbR 2AA A Tt o) gFolH, o5 ATE A HeF $I50]A] )
S W% A9 BA gth) A2 SAT9 Aolu] gkr W] jEt ula
A7t 230 AAHTL Qe 4G, ol AEUo} BRE, B, YIUE, =
290] 5 57} S Aol F FARAY, 3%, Ao}, o|2atd, Y

FATED W 71YGEY PRE FFol T At
3 ZuEAZ ol& Y 7HA] AHlE 9 R AE7E1E(Group of Governmental Experts, GGE)
o] A53+ 3] <J3}4(2016-17)ll 4] =7to] EAH A%t 4 <] (Due Diligence, DD)2] U2 &
T3 67l FollAl HE e 47l=oln), “AE3 4o (DD)¢] Y& AtolH 349 ARA|7F E Al
379 AYo] FAP LR JYPE=A ofJW HF&A (non—binding) FHAA ] e A=,
AoREe) Asjelt T, 67 FAFE DD FAWA A2 AW, 67 & Ui 5
Uehe gt dole: olof thgk AHAIE U8 74k (2018). p.335% Rz,
4 o] ZA tE TAF L AU B ‘TEAZ9 (communitarianism)E 90|sk=g|, o] &
NAE ‘LAFY T golE HA|AF2(cosmopolitanism) @} FHE3te] AME-SFcE FE2 &
B0 £AF 37k Bslapol Firk ol ol HAol) Firel tebd ol E(EE e 9o
o 439 Hellxe FaAFYet HAAFAE TRt AT W82 o] 29 A2a-S 3
z5}e},
5 1 -F-d- Y Aoy QbR AT XA A it AR AN (2018) A|5FlA thE
71&A 27N E Fxdte
6 Piret Pernik, Preparing for Cyber Conflict Case Studies of Cyber Command,
International Centre for Defence and Security Report (December, 2018).
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g, 3= 5 57 FETY Atold ¢hE A, " ¥l A 12HE(Visegrad) 1
ol &ote A=, L=, S2up7loh F7iel 5 4 ST Aol tEA
2" 283 HYA(BRICS) 570=9) AtolH ¢HE uAA? Fof thE HudT
7F Qe T3y o] E At T HlIY AR A7) o] HEL QlojA, =
A AR 8ol o]2A AZtoA BAFoz st L7t A|F8] A3 AR
o

I3 71E AR A0l EUL2E o5 Y| 7HA SH= FHYRE HLEH

31 g H3 0|27 YL Rl oL S =2 PR Yol 2F
& £ 71E IARA | B R E o5 AHZL B Yl Z47] tE AF Y

TF2A g O ol ZF YRTE AAA Sk F2A A GulE YAH
o= g5y oY}, E3 2 FRI=TF Delo] FE5H= 71E IA P A0 E
o 2= w7be, AR, A9gEA|, 254 VEYA 53 Zo] = &

98 dold BESE FAFY BAH HAL Hols] ojgnt, Bow, =
ZAT AT ge AR B2 YRALE BE 7129 FAH
Aolggrozt WAH Wete) 288 FaA WEQILE TE3R UL 2
slof she A% 2me] Fohe Asly] ol olEd BANS st

7 Sico Van der Meer, “Medium—sized States in International Cyber Security Policies,”
Clingendael, Netherlands Institute of International Relations (2016), 3 AMHATL2=
Frank Smith and Graham Ingram, “Organising Cyber Security in Australia and Beyond,”
Australian Journal of International Affairs 71—6 (2017), pp.642—660% Z+z3}e},

8 Marek Gorka, “The Cybersecurity Strategy of the Visegrad Group,” Politics in Central
Europe 14—2 (2018). pp.75—98,.

9 Hannes Ebert and Tim Maurer, “Contested Cyberspace and Rising Powers,” Third World
Quarterly 34—6 (2013), pp.1054 — 1074,

10 deHog FAGX |2 AZtE HEste FANE A E AHE ALE Joe Burton,
“Small States and Cyber Security: The Case of New Zealand,” Political Science 65—2
(2013), pp.216—-2387}F Sith, EZE Ato|H] PR A AAE thE A2 ofY AR, o AE oo} 3
e o] AR gukS A H R 0|2 A|Ztof|A v wEATH ?i—_[’-i Kristi Raik, “Renaissance
of Realism, a New Stage of Europeanization, or Both? Estonia, Finland and EU Foreign
Policy,” Cooperation and Conflict 50—4 (2015), pp.440 - 4565 Z=z35}2},
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o] 2& 44 YEYD 0|8, YET 27 o2, AYR-YEYT )& Soz
HE) AdE A9E 98ste] AT FUYLE olshshe FARAEE vme
Ho| B2 speisheie.”

o3t HlHEA 2] o 2B 3o} 2 v F1A) AlE Afo]u ehi Hofol A
UEel 422 mebd 2AED dE A7 FEelnel 4] e 2y g
gt} olajst Aol o5 A7 Ha) U FEA A} o)) YhESHs WA
o) 44, 28ln FAMeR 2AHE Age) B A e, o] 2 74 B
Wol AT 7|% ma|da HA Agolete 7K ATl oA, o 7
A 4o ZeAAE Adssteth. olgA B ul, Aolu huol FAZ 7
g AEYop}t FESE T ZRAX, WPBET} FESHE Fol1 =
AL, WRET FESHE WA ZRAL, A920] FYT o|u|XE ol
nfo| 22 AZETL Aok Aujut TAA So) ] 74X Bz ackwtt o5
ERAAL ofF] ol A EE O A Falu AT AL gl
AR so] Wolk FHAAL] BuFUA 4% o] ExE B u
87] 913 el ol Y,

olejst Y] 71X melo] THto] BAIE, o] 2u} & ZRAAY Fi AWEA
Folw 3tk ol et EAGA BAE T2 Al Bl o] 27 o]
B ohe FRolie] Wk 8-S BUA? Ul - % - o - g ApololA], 1
o9 A R Afolol A o] ALE Zeole] FEE Rololn], o)F
7 ek A Y82 o wA Aok W7 T maA A0k 2L S
L

RA7E Fola ZRA|IAe; T2 AR RV A7) ZRAA

of

L X
i)
R

=
T

11 oekgt YEQIT o] 29] AJZtellA] B AR o] 2] thgt =R 34, fofeta 9] %A
A8t HEYA AARR 0|29 =4, (@ e, 2014)5 F=x3let o]F Atolw Qtu ol F
A o] AL3 AHg 2= Sangbae Kim, “Cyber Security and Middle Power Diplomacy:
A Network Perspective,” Korean Journal of International Studies 12—2 (2014), pp.323—
3525 #=xstet,
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< AGEHA 2EA7E, ofyH Aut Z2A|A0p F2 Fohae] RV of
29 FEL olg B T ME Z2A|IL7F HANE ol shute] mdo] g
o7|Hths, gh=o] A%t 23 RS 1Este] ofF Y| 7HA] mdo] Hil §l
€ 8% 8453 AR FEdof Ak Aot 25 Ae ZEALT}
A oFste Aol RO IATPHE 7]E BES B3 o= qoj= et
ZElo] JIQkof| A FropAfof & Aot

o] 22 thadt ol A Al o= FAEUY. A2 Al ot
AR 0|24 olsfe] ABE £AEkAL, HEHT o2 Ao He FAT
TR B AEAES AT, A AbolH E Foke] FH= 1
SuE HojFe, Bl ZRA|L, §o]T ZRA|A, A7) ZRA|IL, AHE Z
ZAL 9 Y 7HA ARIE AR duEggT Al4ge oA AR HE
Y2 0|29 BAHES Y83t AtolH tE ] ¥ 7hA] Rl BlaE
AL, o] AMEI7E & ZEAAR JIE3HE = Bl F o84 - dA
4 s =& E22, TN E o] 29 F4E T - 893t
AT ] ik Blad7E AU duiet FF Al dishA 1HEFs
A Hek

I. S4d= Helas E45
1. 2RITHHe| 2HEX|0I2 o|s

THORE, norm)olgt QIZto] FF3AY BT wof whgs] w2l X[AHok
o 7R 7]Eel, dutR o R FAAQ WA= 7)Ao 2 Jle ¥
o FHE Yehte BE, 9, 29, 2527] 5& Yttt T SAAg
M 7]1E9 5T AAES vastEA AR JA M =93t 27 =
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2
I A g =7, & FAEAA 1 25, A9 57 =7k 3R
WA Aol 2A4E FE, obdE AR A A 2AE Fu Sl mEkA
FHolEe A= g yehdth”

AT AF2 TAHE 229S JABHA ga= dohe S4E 245t
€ BAH BEH AT FEY fHeR oy, FAFNA FHolU =
A ST &L L 7ol 7Y QRAANA olsiEs A=Folth, AF
o AE2 AHE BAAE Y A= defok @ Ab=olzhe WEolA
ot 2 AT 2 & Aloke 2 A Y E FAIS: H-olH, WEths v
SAAY &I AEA Aok TIt, AT AF TAA FEAFA7L o
diote 2 27F el FE FAAG Y Aol At 57k Fdd A
Aol Aleke F= =94 7IAE AHSHA gor, A7 digt oF= =719
NE o]Fojitte U4E HIFL R Frt, ofof uls] HAAF AFolA ols]
stk THHES =7HE 2¥she AARAY ARy el 27 7= +F%
=Y 7Rk S AT & 57k Ao Aloke = g EAE
Zotn] Z7EE A Ak Shz =T o7t Jlokal Rt

ol2gt e Mol YA EE, FHAF FHAA (normative

12 ARA, “FotAote] B E T FHET = Mo i 71x” stgAl - A #, TE
ARG A2 Ak e, a3 A2 AA, (35 3, 2012), pp.310-340,

13 FAHE AZ, “FALY.” £ WYL, AR AnA HEZAR 2AA H THARAE,, (ML
298314} 2015), pp.271-289,
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diplomacy)E H& AlZ= o2 yebd hrof gk, AT A2 8=
FHelLE AHon B Rag AT0 AdRel Yol 3ol T
A4S =74 E= A4 (transactional) S 2 E-8-3k= A A ofsfditt, of
= T2 U= el Folste] L 9= WYY FHE vehdth AH
T Nz FA5 FHYae AsEol FEske 43 - Ak - HdY B4
Aol Zojst=(participatory) B5o=2 ofsfigttt, TRt SAFH S FAT
ol 522z ojste] A9 o] Hhgstal A= S Hush= o
2 & ¢ Qo FAFAY HAIATY AlZolA Be SHS R Yas oA
o] g2 Ao B olio] s FHEAY SHe Bést= u
oltt, ol e I BAE Y] HMETA = 2otste] =& S AlAIS
£ WA (transformative) L2 & = It} ol= Ao ALS HolA
A & Yo 7]oste 9ot

ol2|et fHiol thet SAPAITHA =& AtolH QtE Zofo A-galA HH,
A ook AZiolH metele AT B4 $1UL E o AR of
S 5 k. H2 2B WL AL, AEH FAMoIL} T4 7] Bo] 7]
do} Ajolsl she] FATRE BATIeE BAFOE Amolt), Syl
U §dl AEAE7LITE(Group of Governmental Experts, GGE) &%, UE
o &8 5o] AHlolt, AlolH FACRRE I E He FA= RS
ol hAA IAIFE Y YA Bt = ARFH A=E wof "t FF 3t
o A B A oyt Atolwg7E 3], FrEAlHHAF Y 5 AHE
T A, FAFY AZgoA & FAFE A sHdezE =2 AU
A AA Bolol| A ICANN(Internet Corporation for Assigned Names and

|

N

Numbers)©]t} ITU(International Telecommunication Union) S°] Hol=
TRHEAAY golut f AU obAleke] X GAFAoA Hol= FAY 34
JANESS & 7 Utk HAAFTY Aol & A5+ H 9 2A 2} Bsto] 2
< U7 JEHY 7]hE0] FESHL fH Y FAFE| 25 BAEY Qe
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AL At @' 22 B3k 9] o= £ a7t i

o|gA Aolgt Azt A o E AtolH QFE O ZAFHS 7] Aoldt ==
A )L ARFTH zF Z2Y AAMAL A2 T2 olr|E X o ZEHAL
AYIL glew 21471 AAHEL AHE Holste] A= Histe Bge HojF
ek, ol A A o] Fo] 53] FHII= A AR AolsHA FAEH=
AT 71A o] 2™ o]oF} o] S Fst] 9t FEY AA, & ‘=Y A

M
ol

A ofe, A Afold QhELY FAIFHL TASte] AAHE YL B
ZYA2 Aol ofet o} B3l meh AL AAelA feT WP
Aot 2 oloo] MY Rolth, ol BYAA FATFY B B
Aol e AZelA S FATFEL AP 9% 2alY AL ol
o ek,

lo
i
=2
-

2. HERZZ B= U7 iHelw

Rolu) Qb Hope] F7AR FHOILE AAHCE HILEHG] AL 7]
29 AP EL Yol e BAES i Bavt gtk 2] o2
Fyelme] Hepo] HERE To BYHE AAL R BASlE 2 2
AR A o o] AT Qi T U olEH AAF YR wesith e
FHARE FA5He FATEY AR, 27 FAGH ol 2o] Az, 1A

AEAQ IRk B 2k girh, ATyt 1 AZe] YEE tes] AUas

14 o] Zo|H AEE =A< (frame) A7) AWL 0T vltie] S BE 7@ (Todd Gitlin)
o] ZNIstaL w59 Adojakat 27| Fo]AE(George Lakoff)oll s da] 7)1 =oofjA 2
ottt Todd Gitlin, The Whole World Is Watching. Mass Media in the Making and
Unmaking of the New Left, Berkeley: University of California Press, 1980; &A] #|o]|Z X,
Al A B Sale Ane] Apeh, Ag: Al 2007, ol ZalY AWe] Aze
ApolH] ¢tidof 283 ALRE 74NN (2014)9] A9 Fxsle},
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& Z8ote A3 Y dYAYLRR Brlo= I Bttt A= 7
o} P}, T3 PYAYS B N2 o|EF Alzto] Fasith oldt
oAl o] F2 thfet YEYA o]2, E3] &4 HEHA 0|23 Y ESF 27
ol & YPA-HESA o] FollA A7IE NdA AdE Egate] 2L H]
WEA O & ulAsH

A, sl vlsA F2] FFgFS wol W b gl 479 F5S

A7) sliMe 2 Sa=0] A 24 o] dig & o |Est olsizt 2
asieh, oAl Tal 1 R AT AAste 7t 2] ARz
Wetol A o]afigt ‘Fx'e] PRt & o 0]
FRO|HA Tl BRI T L2 5F Tt BFHA LRo|tt, B
£ o]ggt Lx5o| AARE A E Agste B39 A=E 7 Alut &
Aoltt, o]t EFHA Q] Lz tidt A3t o= 2+ Ao At 124 A
FE gorste] YPFote SEHo] "Het, oleh BRst 24 YEYA o7
249t 8 E(Ronald Burt):, ‘Fx3 F% (structural hole) 22 8= Y EY
40 WSS Tt WA FobA vlFogn O 124 AgA FHA X
£ Aotstal A7|oA H|EEHE 53 ‘YA UH (positional power)S T3]3}
+ Zo] Fastrha AAg

A, $4= THYRE ol YU/ HFE AMEA & a7t Ak A
A ATHRA 7|02 B o] YA HFolofA] 2 AT ]
TGN A E FFEE B3] ofFr) A o] A T E o] Yt B
T oAg FAS F6he AP U7 AT | Bk AH=EY] |

ol

N

15 o] Mo &3 YEYI AAAR| o2 thet =9 A (2014) 9] A2RE 7|9he 2 5t
=2

16 Ronald S. Burt, Structural Holes: The Social Structure of Competition, (Cambridge, MA:
Harvard University Press, 1992).



ALO|H QtEiol ST Al 2t

HEY oA BES Ao} sl ofaTolAY 57k EHE % tielF o&
B ATt e 2, 459 ESA FEFTVECIT kA 4 99E v
(unitary) FAE 4Fske 71E TARA 0|29 Atz 1 YRt 3
o] & AYEA gt 53] o] 24 & A2 ALAY, AR=7H]
AAE YUEY 237 YEYI Fe2 SFsHE vF7L PARET FHAF
o 27T 7|e 22 FA7Y AdE AB] ofgrt o] S22 EYA =
Z] o] g4 Ttz UEHNT =7V (network state)®] 7HE-S H-E3to] o] & H
EYa o) 4L olsfstglet.”

o2 YEI I7IEA o5 FATol 123 TS Fotstr] flsfAl H
ol MY L 71E FAPA 0| 8ol At AAE ALAY Y Feh=
TR 2 N2 AN Z2T & = ok AH o] 24T 9
oju ko] I oful S T3ste thE2, AT AT 22 ALdYS §
E3trjEte, o]Eo] FAshs UEYNIE &85t AL dEAY, & HES
3 d (network power)2] AU HY 4= Stk w4 SAH), o3 F4
=9 YEYA Hs FAHLRE HZEA7] flaiA o] 22 T2 9
A-HEYZ o] 2711 A Z-F(Michel Callon)o] A|AIZ HEHT k| v
SAE uAe Hofoll oA AZste] Y85t

AT YEYT A A WA Al ZE Y #rlolnt, ol PAES] o

..1

17 Martin Carnoy and Manuel Castells, “Globalization, the Knowledge Society, and the
Network State: Poulantzas at the Millennium,” Global Networks 1-1 (2001), pp.1-18; 3}
A - A H, MELZ A A=7E 21A417] AIAIR A S Mg (A& SRS 2006).

18 Michel Callon, “Some Elements of a Sociology of Translation: Domestication of the
Scallops and the Fishermen of St. Brieuc Bay.” in John Law ed. Power, Action and
Belief: A New Sociology of Knowledge, London: Routledge and Kegan Paul, 1986,
pp.196-233; FAA-UEYZ 0|29 FA|FX|A H-Gol gt & o AT =95 27| 9
B A= g (2014), pp.370-3998 Fxstet, T ofstollA] A&dt VEYR M| ¥ &
A, & =9 #7]-#1 F7|-HH Bor|-RE A7l tigh =& 7/ (2018) pp.330—
3329 U-8-& aokstqirt.
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HEAE Fost EYA AA o =& sefste @A, o BAA o
FolAE uAHE vpA] A2o] w29 T US Ae Ae A o=
FAREO] Fq Sl HEYTY RS A8k 4Bk o7t ARl A
A=) AR AAs I H8E AYeshe WFeR T de Ak ouo]
ot ole =Y A9 DA E AARAE S Aot FE SRE
=AMt B2 440 Eolitt, FA=Y dFolA & o, Adi=s0l +
E3hs AAEA @AolA FA=9 UAE FAA7IE 22 ARE 43
A g 5 A=y Eo] "

+ WA dAls WA Frloln, ol 7| F4H AE HAE sAskL
N=2& BAE -7 A 7128 A9 GAlIt, o] @AY A2 F=2 o
EQTANA Fold Ae di A2e AdE e WA= Yeed, o
oA A A vty A TAzEo] AR, ol AZES I
Ao B 712 HEYAE B AE: YEYIE EAY 724 39S 1
S AS)A e B85 AR Yehd=d], ol e HAL 7] 3]H]E0]
s A o] gQolt. 99 YA 2 =+ e T B2 BAE
Hol mEo} 2 AL FAISH= 2ol HACIFAE, Thefo] o]A o] 753X
ot o] Ext 44 (centrality)& SHi3lste WFeR Wil F71€ F
fiCt.

Al WA SAlE YE 2or)olrt, ol R B7IE Tl siAIEE AHd &
AE HAl Este AHAY F=Ho M2e HEYIE AEske Dol oA
SAEY HEHD & T3lA =8 e FANL FAASA M=e o
& Fostal o3l A & = e TAE UEE Aol & 4 o 1F
I of2gt TA ¢toll, H3| d2TE A= e "olM, UE AAske He
duput @ol Jof Bol Al(#)E BAshs TAN7HA tobd Aoyt Bdolth,
kA o] TA|S] IAlE YEYHIAZNA 4t HAE R A EofEcle
YT AHLE B R B85k o Ao ddieuy dYedn 2 o 2

-
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f

o
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ool Al Ytz W B o7|o] thix 3 AtgEolt,

opAer Al EE Aol ol ARl HEoll HIEY A 4Rty 2
= Fofshs @A ot o] YA A= T BAE AT A=Y =
e AEE doA 97 FAE BAE ASA e vENIE A% &
+ ULk 2A7E BRItk A T ol € A9 S AEAkE Y
= "olM B& A9 HS T8l AARAY ALY 2= Betot=rf
Aloltt. AAR A2 o2 YEYPIE 753 2 FAE A4l vidd
HE Aol T9E v PSS G dEE 24 2e=H AAA
Ate HEYZY Z2aS dAsk: d8s ABH H

SRE
e
l

il

N

N
ook

)
o

i

e Mo

st

 EFAF FHY R ) A 2d
1, Bl ZEMA: SAFo| 2yisH ool

T2 A% F7HAY AAEYoE 2 o] AHd 7t 2 tEAY

3] A obHTE Y FAME Al AEY oY A= FHEE FXAI5
= A= 47 gttt ol g 124 AE eliste dAEYoke] A 1
7hlef SR FukA A A(Toomas Ilves) eH e F= 3o JAEY

of ARE UE 7199 84S FENY It Sy gs) AREAS

2
Ho

flo

£
-

fm

19 Eric Noreen and Roxana Sjostedt, “Estonian Identity Formations and Threat Framing in
the Post—Cold War Era,” Journal of Peace Research 41—6 (2004), pp.733 —750.

20 Erik Méannik, “Small States: Invited to NATO—Able to Contribute?” Defense & Security
Analysis 20—1 (2004), pp.21-37; Henric Praks, “Estonia’s First Steps in the Direction of
NATO and National Defence,” Estonian Yearbook of Military History 4 (2014), pp.113—
140,
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W 9 2w AFe] g, EA Ak v 199635 Az
% ‘50| EoF (Tiger Leap)o|2hs o] 89 AR A" ol2jg o~
Euocle] AEE ARE 4TS AFYEY. 97 JIHE ArjHos we 2
By 238, AR Lokl BE 9 59 4TS HEoR e Stonia?
£ Eue @7 Ak olejd Yo AEE FelA oAU oks ] s

599 2719 o|n|A g Bujsis A7|E sk

o3t T A 20074 49 WA x\oke] Aol FAL o|2mote] A}
o] et Aeke EORA|7IE UM A7 AT, 20078 FAA
() BAOHA Aol AR & FAE ARl ARA} 27} A BAE 7]
HelH $= 2o Ale A 48 299 BAE 4E dgxedos odsiet
Ago] Wulg AFHYT, Aok Aolu] THe] FAL uj$ ZAsd], JAEY

of HRe] AAtge] AZE 44t o] AFESo| YA TAL wo} 337}
£ 717 B9t 20 F77)50] vhuE AR UE 597 dasyold o
ot A BHo] UES] Yek WAL HEAZ S27} gl AolA, ol
7 olaB ol it AHA B2H FE Al Aol 22 B Fo) o2
Eujol YRe] 25 A Aoz BrhE

21 Pille Runnel, Pille Pruulmann—Vengerfeldt and Kristina Reinsalu, “The Estonian Tiger
Leap from Post—Communism to the Information Society: From Policy to Practice,”
Journal of Baltic Studies 40—1 (2009), pp.29—51; &2} AT}, “FAH FAh oA &
H Y FEmo R 3} o AR oo Alo]H QbR FAS ou FAHLE " == A| X T}
3] Aegshed 3] W= (2018)

22 Riina Kaljurand, “Security Challenges of a Small State: The Case of Estonia.” in
Raimonds Rublovskis, Margarita éeéelgyte and Riina Kaljurand, Defence and Security
for The Small: Perspectives from the Baltic States, Centre for Small State Studies
Institute of International Affairs, (2013), pp.55— 81,

23 Christian Czosseck, Rain Ottis and Anna—Maria Taliharm, “Estonia after the 2007 Cyber
Attacks: Legal, Strategic and Organisational Changes in Cyber Security,” International
Journal of Cyber Warfare and Terrorism 1—-1 (2011), pp.24—34; Matthew Crandall, “Soft
Security Threats and Small States: the Case of Estonia.” Defence Studies 14—1 (2014),
pp.30—-55; AN (2018), pp.126—127.
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22 o2t Atolw] FA ol tiste] olaEYok= YR HAYHE 1
A HEZCF A52E A&t Aot didsf & A& 873 Aeld &
2ol digt gt Aol FAR ARelA “EZF AH AUsHA = A
gk, 20079 A= ol AR AolH ¢HE FopolM UE U= Ul A =9
qTe 23 JAaEYotofA dF9 ‘T2 T oR AEJt dHEA
AbolH QHE Fok= &% #AR 0] Rl oAEYort Y| 7] 4= gl

o2 SAF e, v o AEYok= 1990d ) TR E S o

t g9
o] wof TRAE'Y YT ICTROFY GFE 22T s At ol2EY

o} AXL= 2003—2004 ) o]u] UE o CCDCOE(Cooperative Cyber Defence
Centre of Excellence)?] AXE At 2006 o= 1o tfgt 501& Hhe
gro|dtt, 2007 Ateli= CCDCOEE FEstH W o AEYoto|A ‘F24 F
W'e] 7131 & Ayt

o|gA o AEYolrt X% Ato]®] FEA O] F| Aol 2lAloto]| tg}st]
Asl U=t A R 039—] BAZAL TS E8stEe M ZE o] 2
AATE Al ol FaE Aol Bystel S WRAS 8k I
oA AARAR] =S Fefobrt WY 22 o] o AEYof Afo]H] ¢FR
Agre] o] W= It o] H U# Y oA o AE Yozt FstaL =
Aol Qi Fof ZA Yo P AeUiEY FHNA 21 FHELS
Agstel= FAFA HLolqinh, oAl e, dAEYoke] o] AR
< 7|23z F7E T o 7Hte g £ I7IRHEE BHAS] siA
UL ARG S BAStE BHO R olad 4= gl

BATAFE Y] T A AfolH QEEo] HIFH o AEYotY] PHE o

|

24 eyt gkA7} (2018), pp.12-13,
25 Matthew Crandall and Collin Allan, “Small States and Big Ideas: Estonia’s Battle for
Cybersecurity Norms,” Contemporary Security Policy 36—2 (2015), pp.346—368,
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ekl Bzl FAM, 53 AW UL Aoldl B4 ASlo| Hgdtel A%
of Aol WASHS st ARR tetidth 1 A At tE

CCDCOE®] &% sto]l 200139 A AE7FS0] 200995 AJZste] 3¢
B¢ FEATE AA 20139 LET F 95702 AtelHA AL S|

¥ (Tallinn Manual)oltt, BmjFEo] Ext= Atold FZtore HAE2 2
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B 240 B FA L wid H st UE AHh9 AolH HEFES F=

b gl

=

of

2. 50|11 ZENA: XFRFO| MEZIE DY

Apol o] Phat thg-& FEE o 2EoLe] ok T, YHBEL Aol
B QHRE ome BAZ A oled YRReY e B At 4
o ERFUAZ WHNEA AP} ANBYL I3 FAEY bR m)

2 )30 B2 AL AAbY - 72H AR WP HARG o)
715st, ALEL, A, 2% 5o Fopuy ofuje} AbolH g Hoo|qE
R Qich M WERkEE QIEYl BFEolu ICT et tat ¥4,

26 Michael N, Schmitt, ed., Tallinn Manual on the International Law Applicable to Cyber
Warfare (Cambridge, MA: Cambridge University Press, 2013).

27 Alexander Claver, “Governance of Cyber Warfare in the Netherlands: An Exploratory
Investigation,” The International Journal of Intelligence, Security, and Public Affairs
20—-2 (2018), pp.155—180,
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5] HEdEw AlolH T Zopofl A WIBE S FRsh= tfEA A yetze &
A .

HEAEE 953 F7H, =0l olo] 2015300 A4} Ao|HEE3E
slo] Lol A FHTE B Aot MY ZRAXNE FE|e AP INFT I Aol
B QPR A ARl ofsFAt=e] HF diES0] YA Aol FZholEtE
24 YA BAHeE Y BAHY =99 A& 2FANAY= 9uE 7t
Ak, o7 Ao|HFHFd = MY =7hE0] B o2 Heoldd

AR 9] (multistakeholderism) S ¥ st=H], ol= Aot} T35 T4

28 FE&, FATY AbolH bE A At vldHEY AU ARE FHLR” F=AEA
3] deghetis] YE=E (2018).
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o7 T HAY HGo] F=dte w7 FAA F=Y M, & =7 AE
o) (multilateralism) 9t thB]E o, of2|gt At wAY WFe +
20109t 29 FEEE FASEY Z47] Aol SAFHE BASk QleH,
HEdEe A 199 gE 34e SMste 3129 Jd2 AAstar gioh
A4z} o] F3]9] 7H 2 AR E 42709 ARt IA7|F & 7ol F
oJ3t CFCE(Global Forum on Cyber Expertise)?] A1} Z2HAEH S AIE
A ARG Ajke & o ek 27] Y Z2A|A7F AR G FAR o w)
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=z F=dS 7 RS APshe EFol Uegt, dd Z24
20| A ThEol Afo|HEHEE] o] 9o FAI I AR E FASHE HlE
HEO] A7} Zhu] A S| ZAA'R Y olEry A THede
el Hohs 3718 W giEelth, oldbil= YEddE«s F1, "=, 55, oA
o}, ofxma]y} S9] 307/4Zo] Fost= AR EQ 9Lkl A Freedom
Online Coalition, FOC)& 2011¥ 119 3|o]1of] A%t v} th, FOC= A
& 2S 712 WAL 7|20 AY RE Y A{E I35k WFE 7HA] ¢
FIE HHOR Y
HEHEE dfo]a Z2AAY 22705 FaA (BIhFAS Ateld 37t
A&shs d ARt e ARl 7|23z vidd=Tt Fehe HEHe A
B(EFA)E Y] B HILZE o AEY ot 7|28 tha o7} QlTt, o] et
HEH=o Y2 2Ry 2,09 IS sk, Al Ao 24 w4
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o
o

29 FAF (2018), p.18.

30 ASSR Institute, “The Tallinn Manual 2.0 and The Hague Process: From Cyber Warfare
to Peacetime Regime.” Center for International and European Law (2016): ASSR
Institute, “The International Law of Peacetime Cyber Operations: The Hague Launch of
the Tallinn Manual 2.0 on the International Law Applicable to Cyber Operations and a
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29 WgsEs 72 o AEYo}l 47 LE CCDCOES $402 ool Fd,
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AAE=0] Afolw QhR e ol ou o] PRk A9 B7l5S
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ot &Y 25 4%e vstart =YY dUEl] FHAML Y 2=
28E ‘IH= 3 (Finlandization)ghs BB} v A7|= shich 22y
299 FAE He A%olH vES AT F2 o gt uebA 1
=Sk HlEE Fuksh] A8 4 FERRA EEel Fedsts 57F 2
ojmA MdE Hgton, HES= 71w e FHstHA fE

HAYE fAFA Bt

Panel Discussion.” Center for International and European Law (2017).

31 Schmitt, Michael N, ed, Tallinn Manual 2.0 on the International Law Applicable to
Cyber Operations (Cambridge, MA: Cambridge University Press, 2017).

32 AT - 7EAE, 2gd A9=9 FY3Y] AR A -A A -TUHAHA Y tholye A" Iy
A, A25% 3% (2007), pp.49—87: Ulrika Méller and Ulf Bjereld. “From Nordic Neutrals
to Post—neutral Europeans: Differences in Finnish and Swedish Policy Transformation,”
Cooperation and Conflict, 45(4), (2010), pp.363—386; M2 “Hh= w AN H3} 24
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9] CFSP(Common Foreign and Security Policy)E &4& 9F& WA R
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>
>
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L
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o o&4 okelE F4l02 " 1Y, A5 43 (2017), pp.65-88: AU, “0A] WA=
o AbalE Beloh 3AH B ASHA A URFYH THI FAAL,” T o}
5 20 (2017), pp.137-180.

33 Kristi Raik, “Renaissance of Realism, a New Stage of Europeanization, or Both?
Estonia, Finland and EU Foreign Policy,” Cooperation and Conflict 50—4 (2015),
pp.440 - 456,



ALO|H QtEiol ST Al 2t

v 724’ (Cyber Coalition)o]gts ROEHE ojd At gl AH=
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A Bat 239 FHEFE TS FFRANT Y HZ AHEE AfolH ¢ Fof
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34 FTAY, FAT JuZ A9 AHE Atolw] Hel Mk U A|A BY 7 =ZA| G X8k dshe
3] HE ‘E‘ (2018), p.13.

35 B7|E, AT Z2A|A A2 FHotoo] Al PR AT, A327 13 (2014),
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Geneva Convention)2] Aoto)| A 2kttt 2017¢ 2€ nfo|Z 24T EQ H
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37 Microsoft, “A Digital Geneva Convention to Protect Cyberspace.” Policy Paper, (2017);

Maria Gurova, “The Proposed Digital Geneva' Convention: Towards an Inclusive Public—
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Private Agreement on Cyberspace?” Geneva Centre for Security Policy(GCSP). No.4.,
(July, 2017).
38 Microsoft (2017); TROHRA, “Olo] A2 AT E Kotk Ao ‘Aldut FoF = 47 (2017, 2. 15).
39 THlolZRRIVMER A, “Ato]HEet Q3 IT7|dEol SR - HAEAuze Ad A &7
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4 TRARAZ,, “WEFR *P°l‘ﬁ£?ﬂﬂ‘ﬂ 8‘% 7Fs.. Atold 913 35 oS.” (2018, 1. 29).
2 TALAR, ] - 2 - WA A AA 5 U Zﬂﬂlt‘}ﬁ%’ o], (2018, 11, 13).
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Cyber Security and Normative Diplomacy of Middle Powers
: Reflections of Four Models from the Perspective of
International Relations

Sangbae Kim | Seoul National University

Recently, cyber security has become a major issue of world politics in the 21st
century. Countries around the world are developing strategies for responding to
cyber threats, cooperating with neighboring countries, and participating in creating
international norms for cyber security. Based on these perceptions, this paper examines
four models of normative diplomacy in middle powers found in the arena of cyber
security from the perspective of International Relations. In particular, relying on
the Network Theory of World Politics, this paper conceptualizes four models of
middle power’s normative diplomacy for cyber security, and attempts a systematic
comparative analysis: the “Tallinn Process™ as a national alliance model led by Estonia,
the “Hague Process” as an inter-governmental regime model led by the Netherlands,
the “Helsinki Process” as a regional cooperation model led by Finland, and the “Geneva
Process” as a peace-ethics model proposed by Microsoft utilizing the neutrality image
of Switzerland. These four models have implications for showing the overall spectrum
of international norms from the perspective of International Relations theories, each
represented by realism, liberalism, constructivism and cosmopolitanism. These models
also have significant implications for developing the “Seoul Process” as a South
Korea’s model of normative diplomacy in the cyber security arena.
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