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55| &8 UERF ol20A] AlAlsh= &2 Z8, ARIEHE, S71AF &2 71
HE= HAESIATE olEish AlZtollA] HEH, SR Alo]H QR Eolof|A] FRH4AE
o] SHdok= MlEd(network of power)Q] FE+= SEO} X0+ v|=3)}
==, NG XIHoA= Oofklo - EfE A Solijol, 2 XMAofAl= Al
W G HIGPHAY XY ol HoX = BRAIGAERRBYE, internetwork
politics) & HESZ ohrt. SAf o= olgigt AlojH Qb Eof 1179 Alledet
TEE FE5] oldlista S Quo] MEre e AE bl Utk

I.HeF

At 109 @ 52t AfolH EE SfASY Aoy HZHAESY 42 H
oA =7F FHAREY AT Wol, 1A AT Y| AHe] =it 2=
Aol M= 20079 oAEYoF AHE, 2010 ml= o] I, T2l 29

1% 252 AAHA olAlE =71 YRSl AH] UM e FE Holal At
REAME F7]2 o2 TS 53| AtoH FZo] FAMA|of 3} vjArY,
A4 4 T3 QAEAE BETE FE FI Utk TIPSR Alold ¢tEE
OJA] 7IEELS} ARgto] E i}, o] FA| THHE Aol RO F8 g Hls)A o
o tdl-ssh= ti& 9] nh2 o3| Rlofsitt. 53] Atolw| £49) 7]&3 542 &
= o] o] AgRto 2= gohl7] oA gt

et A2 B4R Q3| Aol F3He) Qti= Thes] HEEL AETHE 9
AT BAE A= et AbolH QHE 9 BHH.E s FHIET HET A
AE FE3L, AFEE A TAIA 28 BAAY, o] 2ok SAIH B4
off Zofstar, Ao Tashe A AzFe| WF|7F WSttt ofd HoflM A

=}

1 Ronald J. Deibert, Black Code: Surveillance, Privacy, and the Dark Side of the Internet
(Toronto: Signal, 2013).
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ojd| QtH = PALF S TAGAIgH| =A|= FAstHH”
o2fet ARoM it FHO| o Y2k, F v, F=, L&, FHAloke T=9Y
Atold QR o] glof Ta3t W7} ofd 4= Qlrk, J=ol A AtolH QRO &
Ale gt 539 T4 HIREHE @5 €417 okt o5 Yl utete] &
E01oF sk= SAlolt. F8 Afolu] YFo] F3te T vIRH7] o
ol olell di-s3t7] HsiA ARTh= 7P et FATA AHo] 7]E det
3 2 A5 e A2 Tttt 12y 5| Atol

TAo| 7L A9 BAATH FolX FIhe] 9ud YA TAY 5 ¢l

2 FARAEEY A|ZofA] Ale|H ¢tEE Hi= Sl ALEE o[, PRES Eopol xA1F et
BorXor” A4 9, TR A A A9} Fobaloh: FRIA AAYR] L] e (A& T, 2008),
pp. 295-330; Q& “Alo]H] QbR O] WA A|: Ato]] Fro|uk? T d Wajup?” A |, A
ulE X719k By A7) JEYT o|20F HE AAFR Q] #E (AL gk, 2011), pp. 285-
325; 2@A, “Alold] ¢t O EFAAAX]” st - A H, TEFAARXE: Akt Y,

a1 22 AA, (KL g, 2012), pp. 147-189; Ales - T?_P?_]E—“. “Atolw{otH o] A}t A
-TL A% FARA=F, 11]53@ 3% (2013), pp. 579-618: 7‘”‘3}1, folgt=y| o] AR A} |

=93 AR o 2] B, (K& &, 2014a). 53] AL 2/, “AfolH QbE Fofo] u] -
F B2AQ YEHZ *ﬂﬁﬂﬂﬂﬂ—l Az T27H AT, 287 39 (2014b), pp. 237-263; 7
ZgHll, “AbolH °PE4 Dlvﬂﬁﬂ °Pi§} ol29] Al Te7gx|8tal R, 494 19 (2015a), pp
T1-97; A, W E B 229 Sl AtolH QbR Y| AIAEX| S B3 S9 - WAL - A
), r‘—ﬂEﬂﬂE Eh AA <] Bty (A€ 55532, 2015b), pp. 155-200; 743, “ﬂ}
ol gk o] Bt sk vlghy A4l 51‘7}?‘4‘“*4 o) FRGEO HA " THA - AG AT, 24
7 8¢ (20150), pp. 1-40; A/dH, “Ate|H ¢t o] FAS ojw: 7heAdH) A" &4 - A -
ol5F W, eh=o] T4 i, (K& PRAESHAL, 2016), pp. 269-311; Sangbae Kim, “Cyber
Security and Middle Power Diplomacy: A Network Perspective,” Korean Journal of
International Studies 54—4 (2014), pp. 323-352; WY, “Ato|HF AT} Afo|wjfz|e] A4
A: A% ARE ARt SHOR” b, 218 38 (015), pp. 37161 Fee, “Ao]
sekrsl ATl B ARARIIRGOE)Y BEE A2 THNARAT, 194 18
(2016), pp. 1-28 5 Z=x3}7| uigtt}, oldlo] SJATLE Aki J, Peritz and Michael
Sechrist. Protecting Cyberspace and the US National Interest (Belfer Center for Science
and International Affairs, Harvard Kennedy School, 2010); Tim Stevens, “A Cyberwar of
Ideas? Deterrence and Norms in Cyberspace,” Contemporary Security Policy 33-1
(2012), pp. 148-170; Timothy J. Junio, “How Probable is Cyber War? Bringing IR Theory
Back In to the Cyber Conflict Debate,” Journal of Strategic Studies 36-1 (2013) pp. 125—
133; Brandon Valeriano and Ryan C. Maness, Cyber War versus Cyber Realities: Cyber
Conflict in the International System (Oxford and New York: Oxford University Press,
2015) & Fxs}7] whath,
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A -] FAIG 4= gl #golth, a3, A wo] |7k 3= oA o] & Y
uetete] HAE 2&sh= Aol A ARoIUTHA, SFo = AtolH QhE Fofo]
A= o] 5o BAE YEsHA Eol7he A2 58T bl flot

T AlolH QEE ZopolA] o] & Y] UEhE, gutdes e
2ol oA & Hdigolzhs Anlz FH4ZGR) ol A7t
gt 71E9 e AR A= F2 oS0l BAsk= Al F (balance of
power, BoP) & 25 4t T2t Afo|H ¢HE Zopoj|lA o] 5 F750] A
dohe F2e, AHUYY EE2A FE | Eb=, 2357 AR Aot
£ oA AAE = TAFE(relational configuration) 2 T} ojof gtct,
=& Aol ¢tE FopoA ke AHEY S B o R & AT HE = oA
AEeth 280 BEDAEH F7ezA Aol IS viF ez HojR=
Atold] AT} Holo] EAS & o), B EA oA FAHE= AEW
(network of power, NoP) & 25 Ha|&= 20| Zasir}, o|d WtoA o]
=2 AtolH ¢t Foko] 9 47i=E W] 79 HEH A= |2 FHAYGE
ol2tal /N @3tstaiz} gt Ato|H QbH Fopol| A FRAT(HE) S =3t AL 2=
o AFE B o] ofye}, olF Yed #ATFE, & ol HEHATT 34
Sh= WA A 2 HERRBGA, inter—network politics) £oll4] EHEo] AehS 3ot

Btk 2494 gt
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v} gick, et mclolE BalA AV i AAEE FRGEHECE
s A Q4 Solg A5t gtk S Sof Aolw] FAPLS =5t
A9 Bd] ZABWY 7] F3He ) Aol W Aiuhe AXTTHE
AT Ao]H A 5 )= o]F Aol WA of Bl f5He A
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Zt= v R AR Zeit), o]HE A EsS Axdle 71ed 989 97
HSRITHEA] B A= Z3tstar WA S Aol o] 81 ‘Atod = A
Aol ) ¢tES HEC R AZAE TFsARHA AL QUEEY U Ao QEELY]
ol S7PAERE o]Hdt T WATO R = E 5 glon, & o B HEE
2T k= Zo] o] 29 Ao,

AfoH] QFE O =AY (HEES A= AAISH ] YA o] =& HEHA o]
£, I oAM= 53] 28 HESHNT o] AXste /HdS Y&ttt E3]
24 YEYA o]8o] AXSte BAFEEA Y T2 JNES Ato|H FE Fofo]
TF2F oldfste Hl =u= £th B ol 729 EAS WMHYshs Md 2z A
22 FW(structural hole)o|t AH2]4 ZHE(social capital)oll tHet o] &3] =2
7F f-83itt, o Yozt o]FA 2 E B AlZo] §-8% olf=, HEHZ &
of gt =2 Hige= YA oA mAFof o A2 Q] AR AS =3}
< At E Algst7] dlzoltt, thA| T IEYHZY A4S F2E MEA EA

2ok ofyzt o] & FeFste ALY A= MEA A st F-840] At

3] A4 Y EQYI o2 A Lt YA (positional power)T EHZ}
(broker)oll ti3t =2 YEHIAY WIS Fshe Ao on|E Hojgt,
o] 2 UEYAY Fxo T/ ko] tiet =5 IAFA| el Y83 o]
E8t AT A o] BN =9 AfolH Qi Mk owE AuE Aot
oj2|gt YIEH A AlZtoA B AR Alo]H QbE FofojlA b= FH4ATY
(#@o] BAsh= AEY 2= Al S92 THE= T Yehhet, ol

¢

dm ok

3 Lene Hansen and Helen Nissenbaum, “Digital Disaster, Cyber Security, and the
Copenhagen School,” International Studies Quarterly 53—4 (2009), pp. 1155-1175;
Thomas Rid, Cyber War will not take place (Oxford and New York: Oxford University
Press, 2013).

4 et ALB| et A ATEE HEY o2 Ayt Wigo X & A4 YIEYA o] 29 tigh
wojoh 7aA o, ASH AL 2 AN BAL S 53 2 AEES FAFA A7)
A a7k o) 2 Aleie] ek SR Mol et koo FuR dpR A, Toleka
dlo] AR A, Q01418 22517 vhkek,
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TEoA o] 27 ST A FAF THE. AR, Atolw HE FH4
FHD F52 v|THAE THLE FAH=H, A T=9 YR = dols
Wyt et = T AR solue SRR ABoE AE 1Bs= HIHA
YA ZEY] SR e A oFd FAE L o A, Sord A 24
oA AtolH QtLo) =AY ofe) A 4FYI FoF A qFH | YAFA +
=2 A==, @A =9 dBolAE vlsol FEske ofd A 9FH &
A3t opA Qo] HAELE Fob A AHH Y Afojoll A EgH ]l QU] Adiefal A=
= 778 19U A2 Qi 2o, SR AoA Aol QRE.O| FHAT(HE)
< A S SR A QG A DG B =2 Ut
<, @A =] el E oled] By di=Ee] AXske SAIH
= Beshes TS Y n e Age FE 87t Qo
o] 22 A Y FE2E FHHUT. A2 28 HEYS o2 A= ¥
S3ko] AfolH RO NHY F29} olof| dlgdte TAT YEHA AFFe ©]
dsts ol24 =& LS A2 Atolw HE O] FHAY(HE FolA 1l
=¥ F=0] FAsks YAA Y Al 2R, o] F= FollA, 53]
ol E ASFY Aolol A TS o] AL e S| 7132 D ute]
A ARt A4 obe A HFH FoF AHEH Y FAP A =
oA FR4FHD ] B TS wetstaL I kol A o] HE Aol A=
W, 59] 42 Hepol it 1S BAHFUT A ==E AdolA F4H
© AtolH QPELO| AlHS w2 E AT T ES, 2o A g wAY 29
o FAIY B4E w1 Hole BT o] BA TR Tofshar, 11 qhojlA]
AT =] 27T Y1 Bae XA on, 53] Ao 283
FFHIL 3l FHAoE ¥ ouiE o] Hoktt 202 WahoX o] 29 F

S & - 295k o] Zo] PRl A7 ol s 7heEks] st

3
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I, Afolw] Qtw o] YE ¢ 729} Hek
1. YEYIE B Mmoo X

=93 Heke BAUME o glold B9 Yol AR o Yag A

o AL SUAT FHB UEYILY FEE Hoshs Aol of 714 ek 7

A= e E44 58 Ex29 7|82 F+= AAI&(macroscopic) +&7} oty
o, o] 2o] Y&st= 28 UEHT o289 T2+ FHAE 1 BACNA T
= A o= sopd F2E ofu|dity, thA] Tl A YEQF o] 7
BAAES AEHAY J2AEE T AEE AT E, S HES

I AARR wEo A olsiEn. XA AAE 2o diH]EE ofu]oA
15-9] ZH $l(mesoscopic) T+ & = Uk, LR O 2 o237 T/ Y 7=
18] A AEE 4 (Social Network Analysis, SNA)ZH=E B2 7[HE T34
7R TR, 22 SAFA AFME ol2fRt FEE 722 Aol
At YEHT 240] ST et o|FA 1A= F2= 712 AEdd
o] F2E PR Al 728 HoEre 7-844°] Ut

Atole] QFE ofo] F2E olsiste Hl i AU FE= olsiE= A
A ] o) AT F=7F T P2 AL A opurt, 2L AfolH
QtE Zopd E4& AHE ofsi3lr] A= ool dFdt BAF=ZA ]
TZ, S AEES olsiste Aol Bzont. - o714 WskE EAlE A
oju] QtE Fopoll A FA == NHFY F2E TR HojFe Ao 4]
grte AT FETE B ATAE-S Holil e Aold 339 &
&< Ford Hlolg 9 78] Aot ol AAE A= A ShojlA]
o] S (I DI &2 S2Y A 7MI=E IR e A=EE A

o] I3 =E9 Y0 itk AL HolHE HAsiA 13 Aol k=

Mo &

mO

rr
S~ O
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Yeke) dlolElE @ol £1 AeHo 13 Roltt thE 37)9 dog 1l
LSS 27 YUNES ofulshed), TAolL A, V14 S e
o F2e] 3712 GFe) Fu 28 BTk (AY DA F o Fa AL 77
of o]z FRY YA HAUT, o]t 2 7hol Mol AT Gl Aol okxl
o HE 25 A EAYCh AolH o Hoko] B 139, 359, A
3919 Mo rglon] Aoy ZEE YT, FHE, AZES Ao
o Su3 Welu 259 P Hol g 71 BAL 1 AHe
ik oRIAE (27 DelA B9} Lol ol2Hh 27 FHAL A5

o2 IR FHo] I8e I8e Ao mlie] o€ dEshAl wrgst

st
o
£
:

214‘
rr
ok

(18 D A7t oh ek SAGIE Bt Aol Qb Hopo] F2l A
Yupe] AR FEE PO R QATIE Bt ek FolH U f-g3kth
E3 (17 Dol 2= 344 AA) T Betol 4 Abo]u ohn Hololl 4 FA
Y EYSY PRE B, 55 ASH Ao} F2H Fu 52 F o M
HOom 4w 4 gtk d] 9lek? FRH FHL TSt Ao] Fa o Rk of
2 vlgo2n H2e 48T N9 BFol 7|de] fiolth, B4 He A%

Bo] YEYIAIN AH O AP T FRE FEAGo| WAL RE F

D)

AF9 HFA £ wefste AR SR, ole dHo| ARF AHolEe Y

5 o] SoA] Ftehe AtolH At YEYS Fxof tidt A< Bo] B A AZFEA(SNA)
€ 3 A+ 2+ Geun—hye Kim, Kyung—bok Lee and Jong—in Lim, “CBMs for
Cyberspace beyond the Traditional Security Environment: Focusing on Features for
CBMs for Cyberspace in Northeast Asia,” The Korean Journal of Defense Analysis 27-1
(2015), pp 87-106% F=3}7] vigtth, 0|9 22 20099+ 2014W7A| ] FEo} 5=
(\-2- =) 79 AETE2A(CBME $422 Ay =8 A2A e 29E A
= ILELM olFE A== HA| AtolH] QbR Fof Ao EAT dHTtE R TAE WA
= Z3ch

6 Ronald S. Burt, Structural Holes: The Social Structure of Competition (Cambridge, MA:
Harvard University Press, 1992); Ronald S. Burt, Brokerage and Closure: An
Introduction to Social Capital (New York: Oxford University Press, 2005).
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o 03]2] YR Y HFH T PYSE FLoleh BAH A
7t s

S 2 AA Yo" ol 72 Ty AFRE A2 AAste F1te] oY
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2. UEaZ B S| Tk
oo A AE LA Fuint ALEH AR P 7| A LEE 7He] 5F

= 378k 7 Hbroker) 9] Akl digt TAlo] Z2 et T- | 7|4 F=

7 Robert D. Putnam, Making Democracy Work: Civic Traditions in Modern Italy
(Princeton: Princeton University Press, 1993); Nan Lin, Social Capital: A Theory of
Social Structure and Action (Cambridge: Cambridge University Press, 2001).
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S A Y EHT AZoA] & S7HR] 982 PR SA4olu 71804 the
< o] ot I FARTF HIEYIZNA RISt F2F A (structural
position)efl A BIREHT= AHHelh ThA] B, S/ HIEH ALY At
A QFAE Aot FHY LEES A48 = T 9 dds g3t &
5] F2A Fuls gHTE HA FobA vlFozH A= YEHT FRoA F
A RS Bt HaL A7|oA vIRE= 553 dES JAH "t o]F
A WA PAsl= BEHS YA EH(positional power) Ex= FHEH
(brokerage power) 522 7Hd3tec}?
olggt TR 1 HYol| et == LEZA Y I7F PRI =2 T2
= Ago| gt =9o 28 ¢ Utk T FHTLEA =] A A=
=8t A2 =9 2771 Fheloid 2™ A= QAT FAAA A g0l 24|
sh= 24 Y27 SAY g a5t oA 71Q0ske BZE A oAl 7
3, At A d B FHE FEo] dh=o] FATLE WERTe EE 4 7)ol
Hls ok ofyzh I AIARA Y] Mat d=o s stoig SHFOEA u
QTS DL =L 7|3E FE31AL ks Aolth, AtolH Qb Fok= $4
TOBA =] F2A A&} HuF AL =5 sh= =& ol of7]
A g8 SR Qo] A7) Es WA AtolH ¢EO| 2 W FolAJo}p Al
Fol A FRA oz FEF YAIE HobA o]F E85hs A EX=d Atk 1
S Atold QEEO| AlFrgolA gh=o] AR Q= F2E A = o o]
, AZ|A G272 Fuloluf ALS] A AHES of B A EIE 4= ST
(" DollA] B uke} o], 28]at o] 29 EE0A F4skaL g0l gh=o]
A8l = A=Y 28 A7IA s S8 A= 3= v 22 A
7HA] ZHoll A mhetE T}, AR A o7 FAEA O A4 HFA QL S

iy

8 Burt (1992): Z/Hl, foletad|e] SAIRASH HEYA AARR IR =, (M T&,
2014a).
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o=} HE GRS e $59 AlolofA o] :7d =9 I3 7]
A g}, EA, oA 9] LA w|=zo] st ofE] A HF L Fof A
e Aolo] FHAIY oA =2 qU ] Z7HEe BAE MEA AP A
£ ¢ Qo Eog 22 JUoA w=T AT 7S THER ke A
A g3} HAJo}, 22 S t}2 HH O F 3= v 2] Ato|of| A L ZA
= S A Yud 4TS 2T BAE k3 YT}, o]FA AtolH ¢t
#opd) th3A 125 AU E mofstal o5 &8ste AT Ale= AL, =0l
Afold] QtH Qg FFH o7 215k o glo] F4H U AReto] opd 4= gitt,

o] & AtolH QbR Fofof| A ol FoflA ATt F2A 24L wpotsA -85t
L ZAF Juo FAA Y&e E/M9A(brokerage diplomacy), Athelm
(coalition diplomacy), 82| (normative diplomacy) 52} Al 7F4] SHojA
HES Zolh, £A Fagt AL AlolH ¢HE FofollA AAst= PYAE2 A
£ 2&ste S/ olt), E3] nl=3t S5 AfoloflA 23 FHE Fohdlo] ¥
FAOZHN N2 BAFEE FEct= HUA BAZXE 9 Yoy AL U9
a7t Sl 24, EFE2E AE e ofd A9 Fot AF 9 FrRojA 5
ot Juf E= 221 A9 A9 7] dduE 7T Ao] aFH,
A ASAE HE e ForE AH9] FrRoflA o= Ut EXF UAA a3
A 2HE dojirle €A goH, 7S IRt P& Zolske A=
I} H2E g5 o] 9adit g8 FAFCEA =S UFHE AAHA
O BAIE L A=t 7S AASH: FH YR WS 7HAoF & Ao, E3
Adi=mEol THEo] 2 FAE Bdsts AHdolA #EF 719 S F5)

L 3% FU ANE A2 2 45 e
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. 3058 35 Aole] §3
1. S¢ete| Afo|t{ Sz} sto|SWe| utr|

Aol QPE FHATY(HY FToAME AL Al Ad=To|z =<l v=3He
Zled AR R FHAAE A5k A0t AFUEY S WollA o] =
Of=o] FARE HZ H3t i Ato|H 40| ZAAHTA Afo]H QHE Fofo
A= F= 2 o] TAAL HAH v|=9 YA Hot= Atojuf qhEL Fof
oM F=rke] Aol AXHA ofefA oA e T3 = H TAE 71e0l
I E Al 20149 ' &Y 37 ARdS FEA o] Tl 2ol AA 3|
Atold] @Elo] 2o] B F2onh. UA|I= 2014\ 1149 53| &Y &7 A}
ol WS wf vj=o] Fate 23S Bauls IAoNA =] =7t A
Ao dTA ok, vl=2 Ato|H FZo FUHE o] 20131 3¥ 20Y AR
g =9 S8 A2AM Hid FAsHT ARt AME B R,
ol & vt o= PATA A o] Tt HRF{7} o] Fo Rkl JHet

5] Aol ST AP ditt FE7T DRt FRolA =] JEATS
o= FAe Oe F2 7= Ao AMdolr), Iy gh=o] w5l & ¢ =
Zo] Hto] tig FEER ARoIA v 2EE Al AlolH Helrle ofdwt

9 E3ho) Atolw] A AFo| hafiA= AWHQ HE BA o] ufe BEsict, AgHA )71 sHA |
23] AL ARE= 5 AFH 3T A3 SAGFSE, B AlolH Hged,”
ESIFEIMEY A A, 2011 Hete Atold g #-A 707 Al AR, 2010)3 4E2 -
ARF - A - ez, B3 Ato|uAg dsh} =9 I7HA dgAE” A AE,
297 49 (2013), pp. 9-45: Alexandre Mansourov, “North Korea s Cyber Warfare and
Challenges for the U.S,—ROK Alliance,” Academic Paper Series, Korea Economic
Institute of America (December 2, 2014), 123 X ©]=9] CSIS(Center for Strategic
and International Studies)olA] U2 X21A|Q] Jenny Jun, Scott LaFoy, and Ethan Sohn,
North Korea's Cyber Operations: Strategy and Responses, Center for Strategic and
International Studies (CSIS), (20158 Fx3}7] uizit},

10 TEQHLA, (2015, 7. 17),
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N

12 AR E8E dojlls AL gA ke HBE A7|HIAEY 9E S0,
g A2uAo 9J3td, "= AFFEY AYGEQE=(Bureau of Industry &
Security) Pl= W a2055) a7 2 AAIQL ol U E 7} 7 Z2IHSE g
o o) BIEA] 8715 AR =S st QIef H, ol “Ato|H AR ollA] mjAtd 3}
22 7719 Hag a7 22 oA A Ze=E ARk Aol
ARk ol T 7 Z2IYS =T 26707 37 ZIvE ok
St Aoz deFlnh” ] Zhof| Atelw 7]&2 9 g0l JHs| TS
oA AE2 Y ofles AEA Sk tiEo] ofd 4 it

AR oA A= )| AfolH FY o] Fxvk= EIl= | A Aol
A& Atold QtE Fofd] HH A 15 A S E AT FoJ7} o] FoiAgitt, gt
AL F Ao 23 FFollA AtolH ¢tE EAIE =23t v} Sl=tl, 20144 4
4 o] A olAe AL 4T 2-80] 7hesh Mt A1g 7hegt
AbolH| F7tolehe 359 Hlds S48 U Aol olsiitt. 201549 10 7]
B Fol A= AtolH HEE 23 XA FUHIAE BS $L3] St AHdell
A Zefrof viotgt Atolof] “Ato]w ¢t FEAd S AIMSEAL FAALS] | A Ato]
B QHE I A S ARSI = ofstitt. 53] Aol AF HE I, Aol
HYE PARSE, A Aol A3t 5o EAlo tisiA T 2ol |
SHIL AtolH A F3HE 98 35U T, 2K, 7IEF Yol UA7|= kY

AR Aol M= Su, SR v 2 (n]H ) o] FrEdhe AtolH
QR Fo7F NPT ek, WA, Yuf FAGEAAZ} Zofsh= ghn] Afo]HA
A 37} 2012 94 A|1At 3197 B9 o] 2013\ 74 A|23}, 201449 84 A
32to]| o]ojA 2016\ 6Eolli= Al4A} 3] 2F Fof AtolH HE 5 T FFof gt
JHS wesiglon =7t AEFAY BT, Alo|H F7tof| A o] A=t522], AL
11 Jong In Lim, “Measures to Strengthen ROK-U.S. Cyber Cooperation,” The 18th ROK—
US Defense Analysis Seminar (2016).

12 TRAYR, (2015, 7. 24).
13 T2y, (2015, 10. 17),

123



124

ZHER=Z 578 15 2017

ol M thA et & Fgtol o3k Atol g2 o] Wt 55 Folsiqlch
TR AFLAE BA7| gl ok FAtel A AL T 937 2014
29 AEolA AR 2l o)E AdsteH, 20159 2-3¥oll= A22HHAH), 2015
Y 1090l A3t 39S 2 gha] 2k FRAAE Zssh Atols 9 #A A

£ FH0hs Wt 52 =5t ol R X o] gha] Ato|H POl
Y= A=dl, 20139 F= BABFO FoArate] e $&23] AdofA At
3] ICTAAEHo] 20139 119 YA HNA Egom 20159 1080 A&9
A A2z 2ol E8 =9 ICT A7t vl 447|& 1R - S 8]
A oheFt @l 52 =93} 20169 3¥olle nlE R x| Yol S A7)
2 3] ICT AYEY Y STE2X2A Fro] AtolH Het 7& F5/ LT} Aol
H 2o Fof 4 2199 A 3tof TRt

ol gt T4 A7I=| A ] AfolH] FH O AH F shh, Eatol digt A
ol RS HiFsh= AHHoA Fhu] ATk & Woll AtolH RO &
AE ZFAE 201 EAIGAT thA] Taf, S5 2 A T2} Bk
AESHL Sl Tl EHE 7HEst] w9 o] Euf Atojw] 94V & W & Ao
o] ZAIRTEY W Gzbollds ezl T FeAE 2eRloA = §tn| AL
o] & FEste Ado7A FHE Asstte 8ol A71E7 = St
T B o] AIAIRA Y AA Adgstel AtolH R A7 A U= A

S
P

14 olgh =0l T I AN AREHL Y= Aol AR (cyber deterrence) E 9] A&
7ol et =99t W& Zo] it} AtolH 99 MFS HES AFE+ Patrick M.
Morgan, “Applicability of Traditional Deterrence Concepts and Theory to the Cyber
Realm,” Proceedings of a Workshop on Deterring Cyber Attacks: Informing Strategies
and Developing Options for U.S. Policy, National Research Council (2010); Amir
Lupovici. “Cyber Warfare and Deterrence: Trends and Challenges in Research,” Military
and Strategic Affairs 3-3 (2011), pp. 49-62; Peter W. Singer and Noah Shachtman, “The
Wrong War: The Insistence on Applying Cold War Metaphors to Cybersecurity Is
Misplaced and Counterproductive,” The Brookings Institution (August 15, 2011); Joseph
S. Nye, “Nuclear Lessons for Cyber Security?” Strategic Studies Quarterly (Winter,
2011), pp. 18-38; Joseph S. Nye, “From bombs to bytes: Can our nuclear history inform
our cyber future?” Bulletin of the Atomic Scientists 695 (2013), pp. 8-14; Alkes - 3l
9 (2013); 1% 9 (2015) 5-& A=31] vttt




N
>

ALO|t] Ot o] F=EHATN ()t Bt fHl

0
0.

o] 148 47, T2)3 Abo]u] Qb BAREF ohet ARsHE BAL B
28 3h S e ), go] Fhu] Aolu]
g R BU 202 A7) Al W} obde WA Bart gt
2 Aojgaks e 9&11
o ol2 AXZAEWORA uIEW, TAE Fn] ABg9xore] Bof Y
Ze wule] Wasitt g Aol e W7o eeEU

N
(i
1o
gt
=)
offt
=3
lo
=
1n
=
>
_|>1.
©
)
o
14
mlo

=2
)
%
>
rir
i)Y
)

So] ohjet A ol HEA BAHT G BFW] W) ofsfalorst]
wholt}, Hgo] Afol¥] ke B YEYAE vl SA WA Aol

QtE Foke] A7t EAL 4= 79 @Y= 5 AlGolA BA wed, =
" o) 2ol of=ol A4 F4olu T Ae WekE W AR St A9 9
vjet AfolH FAS WS W M2 Fethe A, Ik 2l Aoy =of
= &5k A Fethe A Yules ARL BE el §7] miZelt 1ok
2 Y99, dgFA, A= 5ol st vt Btid SdEolzt
Wetol A ghu] Ato]w] ol £Ao HZE W87} U
d& 501, Tl Atel¥ FHE M w2 T 7R AAIA, T BolA AT
B vie o, v @AY UE AHdoA AZEE AtelH HeEA]
o 159 A AAN7HA AN 71 Aol Se7t? n| AtelH F o gL
35 AtolH AAAY I 55 AtolH ZAREY, 4= T5NE S0 2
= 3% AL 59 S5 FHY s2A HFe Aol w277 ohdH gl
Atole] Y2 W2 49 FY o=tk fA5h= Aol Ba7l? ol ASH Y
o= Atel¥ AT HAE AEYE, FAPGE 59 T, F7HHS] A F ol
Ah, TAEER- digt W 3, A7k Skl A, odud 3 A4 A
A, Atol] QL gl Ato] i Bl HIF T F, Aol ZAF H-2 AH U7 T

fe e

=

fr

Kl

o

15 §A18 - o7, “Aolul ek FAY B UG "R, AUNE (HE:
FFFATY, 2019,

125



126

ZHER=Z 578 15 2017

2o A% 2A Fo| TFYLE”

o1 ol 919 Ajolul B2 ke TRBkE AL, T YZelA AIsHe
shol o), ghu] AtolH] B A9 Bl AN 159 Fo2 WA
TR, 0|24t 71508 AT 1 o] thark A o|ed 7SR A 3
2 o2t ‘obxlo} EA B slasty] SIak Wero R Ay Hope] Bel
A AN ARk Hotel Yelom MAAA e FHolustae A
of 13} Wtk TR Ajolu) ohn Bopo] Bele AR o)A E9IE 1}

oM T meS Y YA Flo] ofd ak opfel, wepe] FpssteletE

Zlo14 B0l Yo 5L BEoluit 2ol o 44 S= Yt

(a2 2) SOIE Afojt] QtE MY £o| SHISY (7HE)

HEYA o] 2ol Bot= v E, YIEY A= 43 18 (strong ties)FHo]
SAPE ot et Aol ki okt 1L (weak ties)7t B 88 & Yt} o2
T2 ShH AfolH] QHE Fopolli= 24 FHAE Aoete Al oYoe dE F
AT o7l S e Ao R ashe BAe] st 53] o A

16 Lim (2016).



ALO|t Qo] F=EHAT(E) L B ZilHl

o Asmi uhe} o] Fwbe] Aol FEO| BA| Ei Ao]u] gha Hof o]
ool AW g 37 8 7Jeh 20 FHETte) WS @Ro] § ), whn)
of Bagke Aok WO Aol HElo BAIS 1T AL ohth o
2t wjetol A 2R, ghu] Ajolu] FAL (17 DolA THIES TelR utef o],
otalol ApolH] Qi Aeio] Hakalel Bt Lol 4 1 uE stk she &

Az & 4= 9l
2. 25 #4013 Alo] 8t2e| Lo}

o|gA H&H A AX|siE e o] AlolH @O ZAIE Eolurhe Hl
AoIM Ad 2 LA F=olnh” 22 vl=o] Ale|HA 8E AetshHA
A= A2, oF 5 ATH T AolH d8E 8AWE W A= AR = 1
TAREA A FoE FEAY A2 A U=, o= Aol 5
= Row F=o| v Aot £ Bofl A2 deskA] XA = A 2ol A
71 A7t F3to] Atol¥ AY O 2 BEsh= 7k HolA T |
Aol QtEL Zopofl A gh=o] FAI 4= gk, A die® ¢ESHE dF< I’L—’FOH
oshd, "2014'3 T e A W) AR A2 A 34 IP7F S A
FA ol Ae ZoldAT T= AR @28 4R X3l o o] AR B
FL SEH. T AFeIM F& Dol AUNEA 44 AE S e 9T
=

UL, T FFY FRE olFo] Ut AbolH L REJ T2y

17 Z=9] Ato|v] QtE 523} A2k tigt A9 AF2= Jon R. Lindsay, Tai Ming Cheung,
and Derek S, Reveron (eds.), China and Cybersecurity: Espionage, Strategy, and Politics
in the Digital Domain (Oxford and New York: Oxford University Press, 2015)7} S-&3}tt,
oo FAK A YA FUEH FASE Kenneth Lieberthal and Peter W. Singer,
Cybersecurity and U.S.—China Relations. China Center at Brookings (2012); Amy
Chang, Warring State China’s Cybersecurity Strategy (Washington D,C: Center for a
New American Security, 2014) 3% F=-9] Ato]H Qt& Ak tfgt 4-85F -8 T2 Slrh

18 TRATH,, (2015. 7. 24),

127



128

ZHER=Z 578 15 2017

A9 W52 Boletn FH U T B FAE 24 Eaju
= #5H) 2R 1 3t

ujo] QA Bte] Aolul B0 dHsHe °l Yol FR FEe
23 WegT MR 24 7 A olF T HFE ABG Bae] Aol 22
2 ) 9ol 53 AR WS aHF A0 AeA k2 TP UF

£ 74tio] AtolH] Qb e BAE AL AN got Belth A2} ¢ b

Aol ok BofollA] o] A Fol7] Wiolc 2000|t) e w1 3
Bo} AR e F3 A S| FF FHot 29 AU Woby 1T R} 7|YE
o AFE YEYAS FAUTHE 7L DAY 20141 39 ] WFEIL 01
o grelmete] that 317 B2 F2E 4 o4
F48 F9sH) Rojzn, olo] s
ohet mlo] 53 7o) FANS SESHE ofRel FT) ARS AR
Aol QHRE Ww| 2 Sho] 1 o]olo] Mo LAl H3He] S} Gicka Wl
1 glek. oleld ool 20134 69 B ol But AwE A L F3o] n]Re)
S whoE felt B4 ATHIE A

AP 22 vl 3ol Abole] ehi RopolA] Mol A5-E Bt AEH
7e] BA7} ohiet 2147 AR B0 dolk Al A4 4AS
ok o]eigh TPgelA] mlte] F2 22 HAe] BHoA Hueltake X AA AL
RS AR, FRE IAFARY YA AHY AolH SR
FRxe] HNA b & Rkt o FbES Evh w9 Yol & o vl
3} 53 5 o] 0|3 AtolH ehuo] a4 Afolat S T Yrke A

Ao FRAAL Fo7b] of2te dwA QeqnkE A4 Z 7hs Aol ek lF %
oY Joe HWI Yk AN Bl I B R A

i}
o
o
1o
ot

B
N
ﬁ',

h: 3]
RURREE
3

L

Jl)l'

19 TAEEA=, (2015, 05, 13).
20 New York Times, (2014. 12, 20).
21 7738 (2015a).



AlO|H] QtEO| FHAUGE) L Bt et

o] Z28 7/l vk Aot A =2 mlF = AtelollA

o
o GEoR X $AX| YO, ] i TS Fgslor she o)mH I

24 oA AW AL ohUAT, AR Thret Ade
S 35 Aol Felo] A8 Folch. Teik 3in] Aolu] Peio] Aok Pl
2 A AEche vt F4lo] Hol 714 - AAA Fele WeE mw gt
o2 S0, 20154 109 F3 WolPol A mjehne} FI FANASRFAR)E
55 ApolH] Bt T B80S AHMET, ol 20141 109 mlher 34
N7 AT AolH ok Wl ABE T WA o WA olAL %) Ha
o2 i A=A, Afo]H 1ok AR, Afo]s] HAAL B W FREF, T2 7]
SAH B3 BOMIY AT 5 R0 AT BE BA Aol tha @ Hebue
2 t=ofgich G 20159 1290 Fo A3R BF 0THE HAF Aol A
= 37 5 AR Hel 9ol HE ABE BH3L hAS] % BRE 75
of zusam, Aol S THet thg-2E ol7] $13) Aol $18 Bl URL,
IP, PHTE AE 5 FAH JRE T2 Yoh
AR w3} Fo] Aol ki ool ZET A AT AR,
(@Y DA B ek o), BulEWT FFHY Apolol A BAHE o] Ho
o T 24 sotska 1 el 4 WAz AU 912 Yok sk 7
AZ o gk ol FAFORA SR 27 BEYe] Eysih st
B Aol ohx Hopo] T4 UG |9t Ao FHE SIg 724 757
ATY Bk ohfet o} BN B FATA FEHE ol 2uh 1AL
WA 4= Q7] WEolch Tt Afo]H ohe Hopo] AL Fo] ETstelk
F7He el 71318 AFoHs Sl 918 20lo 2Fav|E gk oh T of

°
ox
)
>
[
i
et
o

22 TA%RL,, (2015, 10. 28).
23 TAAAR,, (2015, 12, 17).

129



130

ZHER=Z 578 15 2017

(O 3) stolSYat S Alole] o= (THE)

stojsyo| o
HICHS) =Ers

sz gaiol o
chE i) e

23t FAZE A G2 A2 F A= Aol M FEsfor & F2A Fujo] 9o
2 ST YuE Aofshe F=24 2t 7k 2 7hsAdel 7] el

A& 50 =2 Ao QIHE Fofol| A ARsle vl=d T Aoldt 7exE
AtoloflAf 71819t =S SAlOl FEE 7HsAdol Ain S=0] Atol qHEL Fofo
A 71eEE THE U A7 tolARAZE FPAA <} AdHU IR,
AN&ZY HEYT Y] 5 22 v= 7leFEE IA &3 e =2
o3t 2= UEloF D717 AR ofek AR AFE7E 20144 = T=9] T4
AR sHlol= R g =] JRFA7AA LG FE2 27 IEH T BHIE =98t
2 RS o vl=ro] WAA RHRSE ARl A AR HE )Tk, o] AR =Y
AEY B A FAAE, 5 A AL AF Aot T v]=9] 7l
b e nd S0 37 Y 2 Afo]oflAf gh=ro) ofwdt HE S sfof sk A
FEAEY = A g Uoie 22E AHU AL} ojeh H3HE =9
I oIAM el e F=o] A Atolofaf e arle = W e Qi

O

(e



ALO|t Qo] F=EHAT(E) L B ZilHl

V. ofejd s} Soka e Aol o] g
1. OI=32| OlEf 1=t Shd Ato|H &=

oot F= e} | ghato] Aol ot Hopd] AP uRlsh: H|
AoIA wiES 4 gl Wgv QRO - 48 O AL F2

B Rol M= FYAAE 250l 71 Qe vIgEH Y WetoA] Kool g} ™
olg|gt n|UFH W3l o] AtolH QHEE Ztsto] ARo] FFatelar
ot A AFHW Ao ALKLAFoIA olsfsfoF gtrt 2015W 59T ofrE 71
(Ashton B. Carter) u] ST 715, B3H AtolH] gtE F E¢H] 80152 9
Al FAL - A Lol g, G 33 Q1= dEju, HEY, Yot F
AU 5% 9 sEY 7= Y AIE S8 A E A dHe

g vk ok 20159 7€ vhd @EZA|(Martin, E. Dempsey) vl=+ 2%k
2015 FAHHSFR A & B3l Aot o, BE, F= 5 4d YF=E AES)
H, UE, 33 d&2 =3 22 EYERY StolBt EA of gk ¢}
-85 =3It 53] Hatol o3t Ant mjatd P ERt opet =t Y&,
o= ZEof tigh AtolH FA ] gt et 8-S AF L™ o]2gt WtolA
o= Y o]Qjol = TRE AtolH FHE Pt gl=d, 20119 99 T
F - 03 - R FHE 3|9 (AUSMINY A& =to] v] - 5 FHS 7
2 7 RoprkA] E8she thld FHOR WHAT| L Ato]u] F2H7HA] H e

SGjA7]171 2 Felshs 35 Ades T®e vl

ke
T
H
L

lo

ez
=
=
=

24 James Andrew Lewis, ‘U.S.—Japan Cooperation in Cybersecurity,” A Report of the
CSIS Strategic Technologies Program (Washington D.C: CSIS, 2015).

25 Tek=d®, (2015. 6. 4).
26 TE3HAR, (2015, 7. 2).

131



132

ZHER=Z 578 15 2017

N

o WA n|ABAE EH, HI &= ol Aol tE Zokd FY A
AE ZAstsi7he ol E & ol = Ut 2013 A™E v Atolw tEAH
AFIF0] 3T AL "R Aoy BF71E9] &0l HA Hustsia
O3l g HA S Hee] WS AAT 1 F n=e] @Y 87 disiA
Y22 2014\ AfoluE TS ThEo] SRt 201549 4¥oll= Y FAE
= Atol¥ 24 957k Sdishs WAHEHAY HYAES SEIFHA Ao ¢t
B Fofo] 325 IFAFTH E 20159 5 FHE vlY F=o 3538l o
2R, vl=2 A 7|22 AR 7|HRA ] digt Atold F A0 AT = =S
dES A2 Pt vl=o] o|2ut Ato|w $Ak & AEZA| AR AlE3t
7|2 ghefRt Aoltt, olgtoll = m| Y Zhofl Ao H YR TIF] A, AtolH &F
T A AolH - 7@ QH T SOl o|27I7HA] Heftt dE T g2
7h Y=L ok o237t v=3ke] FYS v TR AobA dE2 1 BEY
A A3 AR 9=, Ak, RHAE, oMY S AtolH Hel FAH 5

O

30

olgA ZF3tE I = v= FE ofef Alolw| X HF & FTolA AT
€ T Aol FEoft}, thA T3, FA Foprloh FH4Y
#Q F=olA A= dFS T2 T o & Ut Iy AF
2Rl FujeAL HE B A2 Qe ATUA Y ol & o dE2 8T
7t obd 4= Qink, EZE obAQbolut of el 2|33 EEttte A= o
ol Y 9uj At ado® 201249 69 Y FEETHH(GSOMIA)S
S =2k B, AfolH ¢HE Fopof A o] ftd ol it Hrgo] 1] WA ¢

27 TRl (2015, 6. 1) TRATRA,, (2015, 7. 24).

28 Mihoko Matshbara, “Countering Cyber—Espionage and Sabotage: The Next Steps for
Japanese—UK Cyber—security Co—operation,” The RUSI Journal 159-1 (2014), pp. 86—
93.



ALO|t Qo] F=EHAT(E) L B ZilHl

o 2016 3 HAECNM €4 Tujd 37 A YANME md F=2
GSOMIA A2 HaAd& A5 Z2IA, = 52 FUBA Y FE8E o=
dEH AZE Fi 28 sk B 29 B Joh® I3A 201619
109 3 7ol 5o = ARG SIS I AtolH Fofoll A o] FE et
Atold] FZHE A R AFFEEA Sl di3f ddE vre AR E vk
AF7h FEE”

TSR =] AR & o FAL olFA nlo] Frdh= olEAY F
BAA S F=IF ol ulsolzte A @Y AL FolA Lok o A=
2 3ol Aol EAIY Aolrt. #AIL wl5o] F=sto] ofej x| o] 43t
© AA9 o] FAJAE F3] ofsfd a7t Atk FHEA AN Sl
A(Tallinn Manual)®] AF#|oflA] Bz vie} o] njso] Lpe} k2 k] 214
2Eg ofgj R ol =t AL obdA] A FAIY Havt ot oA T,
ool A Uehd UES A2 7|22 oz2s ezl Yiew nd9 22
e 29) o2 ojsfdrt. up2hA Ttefo] uj=o] o3t Y= Bdg dFo=
sto] oz oA Atolw] @ AAE TS5t A=ty E3 tiR|skaL 9
€ 558 AR AT =9 ARl e 2ALEE Do) obd 4 it FEAA
UEZFAAshe A 7lido] 2Alor] AtelH FZolzhd, ofejA| ol sk 4
HE2 Folols, a2 gjae] oA d=o] HE o e A2 FUAA
ek aglo] Yo s Aol

ol2fet Wese Lo AolE S8k, =0l Ao QtE AERE HAIRH
o oiA obeiA| oMo FHL2 3] Ta3p}. 2|1l HAZ =2 ofEA|
o 75T @S AL APEC A9 Atolw @8-S FE3ta Jrt, o
€ S0, =T TF holle Aol R FEo] Ay F<ld), 20149 €= 2

29 T2AUR, (2016, 4. 4).
30 TAFHT2,, (2016, 10, 28).

133



134

ZHER=Z 578 15 2017

AR FARVERAE FAHER St AA; -25 Alo|HAH ks 7Hl,
20149 49 -3 o Aol GOt Alo|H Hof P Z3to] L2 A2 A of
B A QA A ol A e} o= 7F 1 AtolH e, Atols HE ] gt 35
S Y ohekRt oA sl FYsttt, E3F ofei X P AN T T
20119 99 A3 APEC AtolH Het AmjuE AZoflA 7AZste=T, o=
20089 Az g=oll A Aok Alu|U2 APEC 9 AAEE =71 7 ARES 5
& utel 2 AA RS A8l AREL Aok T 20159 949 ot A = A
= SHARIEFOAIQI Al4x} A2t | 3HSeoul Defense Dialogue, SDD)o|A=
A ez Atold QHHEE MA s =25t7]= Jtt, 201249 1€ A= 2E A
=R Sh= =S ZARE ofj A W QHEEE AT TR FARE Al
5= sl = ko] Zrofsty ti3hE olo7ia Qi

2. S Alo|H =t SOtAor X[FEH

ool A Al ofeX| A A9 Aol FY o] o]l FEol X[ Aol A
ol FAo] Hol 7Hg3tal gl Atold Yol F58 Bar oy A 9
Aoz F o FRoMIA Y 352 ITFHIYE Sl Fale FHel A
ot 25 1T o= 200299 B2 A A=} 8127} AZE o] F 20034
off AlFellA A2t 2] 2jet 200410 U2 AE 2o A |32} 297t AHHEH AL,
20069 39l = Aol A Al4x} 227 & E v ek, 22" Aol 20001 H
R 3= ITE o] tha 7HFHE AR WA 22 Abold Ao Hit 3&
52 AHdolA @ Faigol tiE =47k A Jlojual ik dIE S0,
20148 10¥ o] oflA Atolw] Zofe] 3= 7+ A LT 3= A1t &Fd

31 Nicholas Thomas, “Cyber Security in East Asia: Governing Anarchy,” Asian Security 5—
1(2009), pp. 3-23.



ALO|t Qo] F=EHAT(E) L B ZilHl

APl |37 AR, 2= Aol BH 9 A=, Ao F7tof| 2§ 7}
S A, AGA - FAA AtolH Y, 3= 7 FF P o] 7hsEt £of 5
izt =2 BA A2t A Al g F o el= 20154 108 AeollA <
e, o] BYjoflA= AtolH etE 873, Zb= Atolw ek - FA | Aol FIt =
At R AFFH2A), A9H - FA4F Ale|H FY, AtolH X - gl T 2
< 327 = Aol A =23t A3A U AeHA Y 93] = 20164
sHt7] A2ofA 72 ool

ol2|et TFU Aol Fo] FH= TN obHIHE TFFY 3=0] HFA
oz yol & Fa7t Hpolt), SFU 37 FollA oMY AfolH Fo
7 A4 22 WA Uehs gl o] A2 20054 °]% tf ol =k A Fot
Aot A9e F2 PG ERsH7] Az A Wk Zolditt, opAlehE
HEE Sh= FoMoF 2192 d&of Qlof FAA FHBA7 A1, 3=, S5
BRABAO| YoM AFH ez WA et Bagt A Hqes BREL ok o
E3} opAQHe] AfolH HE A3 0= 20099 FEH ARE U=, 40l
FAshe TAFEA3 Y o I @ AFHEAE e s st EYIE
A HAE I FEES TH 02 Uwo] HHH I Qick 53] 2013 9¥oll= A
ol Hetol| T3t FAF 37t R E | Aol Ao tiet FFHSS AT &
ofZo] HxH v} ik, obAI¢H} U2 AtolH FA Y §Fof 35 tA ]
Adl, AL AIXBHAY Blol# & e BAS BLE &8 AlL'EE 9A N
ttte Wee 242 o 35 A= TR

oje} AR WA ofgj A ZTtEol JUf S FE7]
ARF(ASEAN Regional Forum) AHo|A] 2= Alo|H] Yo 5T de
7F Qi 19949 93 oA AA] - ¢HE FoA|] ARFol= obAIQH 107, oF
Aot tisHde=r 1070, 718k ofAlob XY =7} T7l=0] Sld=e = 71]iFl e
20009t St o] % F=9] AF2] 7€} 20109 vl=9] Fojz gaFe o] Sy
I Qle 200749ll= =9 F3 =2 ARF AtolH E2] AluUE AlgolAl 75t

=

135



136
ZHER=Z 578 15 2017

gom 201249 A192}F Z5H 3] 9o A= F=Y] FEstof| AloHeF o F5
Ast7] et e AL Aol &Rt 2015 89 ARF &3] ol A]
£ 3 7 AT ES B8 EAS FAEAL, A3 olalE AlaLsty] sl AtolH
AR ZAAE(work plan)S AT == ARFO] Ato|H] AFFEHRA] kF
of A= F-§35ted, 201249 99 A4 T AluluE A staL, 20139 9¥3}
20148 349l A2 ARF 2H19] AtolH] o]z T Y34f Fofl A& oz o]
SHETt,

(3 4) Olel X|HSWat S0} X[HHH Alo|2] &= (7HE)

ofel x|t
ERES L
SUHH 7=

S0t 2/}
=xhd #eio|
taeE

ool 1018wz S B ), el Aloly] ot FHs M A
L (@ oA B uiet o] ulTo] FESH: ofejx| FA A vl Fut
Aolst ZA|US B 7HsHo] G BEY Aol FEolut Fobxlo} A e

A 9219 ApololA] ol AR BFS A1 5 Ago] Tofa Rolike] £

of

-

A
2



ALO|t Qo] F=EHAT(E) L B ZilHl

Aloleh, & thid EE9 0] FAHU td U glo] AR, 29| H3F
< SOt Y] A 9EA o |AAE o FA B Aol EAIE L V=T F=9
FFYo] oA FEHAL U= A & ul, A5l "t E7HE AES o
oft st AT SHupt oA GAE 7FeAE Al gt ol (A dF
gt uie} o] nl=} S5 FAA AteloflA M HES st EAIETE &
o EehAlo]ar AAAQ Aol A EAs= wAI7F 2 Eoloh HA] |, ml=o]
A= HEHZLL F50] ATz HIEHTY AtoloA] gh=9] Fole Hehs 473
St WA A S HA7E 2 Aotk o]2jt Fiuke T ulF 7Ho| AFo] H1
U= B3 AP} AL mjArd o] Rk vl R] £4] o= YERd ) Qi

A= Yo o224 HHNA & wf o|2T A HFE FrofA BT 7=
A gt Ags Eo7te ML &5 Zolste FA=7H=(like—minded
countries)¥} 3EEZ2E Foh= Aol Mo Qlch. g wA 9 o
TAE Hi$=2, B ofdf A95HY Fo A9 iF 2 vj53 S=0] ™
Stz A9, S T Afelofl A Q)2 o] S At AlEstr| H ke Bt A
Aol = F7H 3EEEE R e 97 Zasith thA] Tof| AfofH ¢t £
ofe] oAt A7} TSt SUA Y U= FA=TE IFES] AT =0
T8kl 7Hst 7 B2 XA F7HES Eog= o] asit), o|g B
o] Ao 72 uEdfjof stz W= opA|dte] obd 4= gloh ERE F T et
(K)ol =3t Qe 545 BF7 YA HeHMIKTA) S YA o] =715,
Z HAZM), A=HAoKD), BZI(T), 2F(A) 532 A= FotAokE oA
=29 Ao 1 FHS Ao e] Hapolr,

137



138 ‘
ZHER=Z 578 15 2017

V. AR A a1 Aole] g3
1. O[2{Z3%at S2{edef Alo[e] &=

FRAGED ] vpAe el HAoks AT o2 Fole] Aol A= Aol
a2 3A g 22y 22 Aol FojA| w27 Aol Fotef Ao v d
VS B4aW71E = fo 22 7HAISH vlF 25l HisiA Aoz =Y
UA= RAE, o] T & AtolH Z4-5o] 2|42 02 WSt Q1Y) Zel, =
3l A AE7HE S HE ol URhETE Aok F8 fgeR Hi Qo 9
=01, 20159 58 FAEHANewsweek)= HAoM] 7HE S5 771= 7 2t
= 7IAIA BAlotet S=& AAI) AtelH HAolA 71 A =7t AR
HTE 53] BAloh ASS ZRIHTY okl 7HE ZrolAolal FHofd Ato]
B Atz AgEHh o] ZIAbolA Bt AAHY A Etolot 2= ®(Taia Global)
o diEs T AES IR FAlor HES HagrET. BAlorle] 7o
e A A
=2 1| Zolle o2 AlolH 9 A= Y Folnt, A& 5] 7|
=3} 2AlokE 201390 Aol 7% A3kE o A= o SRAZ|AL vl A
T A71E ety A, ¥ Al ¥ T2l dis) AREUY A ARt
Aol Skl AAske @Ae AT 13y LkeE A= 781
A He X Bold, u|g AfolH S = 20149 S°f Aot ¢-aztoluE A
SoIHA EA7I7F REAE U™ HAlote] $-A2tolu HF o] F F= bl A2

32 Russia Focus, (2015, 6. 26).

33 Kenneth Geers, Cyber War in Perspective: Russian Aggression against Ukraine
(Tallinn, Estonia: NATO Cooperative Cyber Defence Centre of Excellence(CCDCOE),
2015).
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37 Roger Hurwitz, “The Play of States: Norms and Security in Cyberspace,” American
Foreign Policy Interests 36—5 (2014), pp. 322-331

38 Laura DeNardis, The Global War for Internet Governance (Yale University Press, 2013).

39 Milton L. Mueller, Ruling the Root. Internet Governance and the Taming of Cyberspace
(Cambridge, MA: The MIT Press, 2002); Milton L. Mueller, Networks and States; The
Global Politics of Internet Governance (Cambridge and London: MIT Press, 2010).
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Four Neighbouring Network-States and South
Korea in Cyber Security: Network Structure of Powers
and Strategies of a Middle Power

Sangbae Kim | Seoul National University

Recently, cyber security has risen to the front of world politics as a major
concern of national security. When South Korea explores its national strategies
for cyber security, four neighbouring countries - the United States, China, Japan
and Russia - must be critical variables for its survival and prosperity. This paper
re-conceptualizes these four countries, which has been traditionally considered
as “Four Neighbouring Powers(or Nation-States),” as “Four Neighbouring
Networks™ that means four network-states participating to the emerging politics
of cyber security. This network analogy is predicated upon the reflection that it
is more important to understand the relational configuration of networks, in
which actors are formulating during they play the game especially in the domain
of cyber security, than the very capabilities and strategies of participating
countries. To develop the theoretical notion of “Four Neighbouring Network-
States” in a more refined way, this paper adopts conceptual resources from
social-network theories, such as structural holes, positional power, and broker.
In this view of social network theories, the network structure of powers, which
are being formulated by those four countries in cyber security, could be
conceptualized as a form of “inter-network politics” at the three levels: i) a
hegemonic competition between two network states - the United States and
China - in North East Asia, ii) the architectural competition between the two
regional networks of the Asia-Pacific and the East Asian regions, and iii) the
normative competition between two political groups - the Western and the Non-
Western camps in global governance. South Korea is now facing the newly
emerging network structures of powers in the field of cyber security, and has to
develop its own strategies as a middle power in the world politics.
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