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Cybersecurity Strategies of the Trump Administration:

Complex Geopolitical Responses to State-sponsored Hacking

Sangbae Kim
Professor, Dept. of Political Science and Diplomacy
Seoul National University

The latest cyber attacks are not only increasing in quantity, but also changes in
the patterns of the attacks—diversifying its targets and adopting various methods. A
major change is likely to be linked to geopolitical conflicts as state actors such as
Russia, China, Iran and North Korea intervene behind the cyber attacks, which
have been previously attempted by deviant hacker groups. The U.S. Trump
administration is showing strong will to launch counterattacks against such
illegitimate hacking attacks. The Trump administration’s cybersecurity strategies,
which have shown a tendency to attack by even mentioning the use of military
options, has been exaggerated by mobilizing a framework called the advent of the
“New Cold War era.” However, understanding the latest cybersecurity strategies
under the Trump administration only in the context of enhancing physical attacks
might overlook the unique nature of cybersecurity issues and the complexity of
corresponding strategies. The recent cybersecurity issues have been linked to various
international politics such as trade friction, data security and psychological warfare,
and has evolved to seek multilateral international norms beyond national strategies
of one nation or bilateral relations between nations. Relying on this perception, this
paper looks at the recent changes in cybersecurity from the perspective of “complex
geopolitics” and conceptualizes cybersecurity strategies of the Trump administration

and its implications.

Keywords: Cybersecurity, Trump Administration, Complex Geopolitics, State-

sponsored Hacking, National Strategies
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